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Executive summary 

The 2nd deliverable of work package 5 on the interrelations of financial systems and societal security 
deepens the analysis of the problematic of securing financial circulation. It begins with raising two 
issues that are at stake when conceiving of the financial system as critical infrastructure: first, while 
finance and banking have been a part of the critical infrastructure protection paradigm from the 
start, in contrast to energy grids and transport systems, a defining element of financial circulation is 
risk-taking; the question of financial CIP further needs to be considered not only in terms of political 
securitisation but also in terms of financial securitisation, that is, the making credible and making 
liquid of securities. Following a detailed mapping of global financial flows in terms of type and 
volume of flows, financial system and financial actors, the  report  first  draws  out  ‘financial’  factors in 
securing circulation, determined by financial regulation, monetary policy, collateral and credit 
ratings. Here securities as legal claims are the very objects of circulation, security in the sense of 
collateral enables the circulation of securities, and various regulatory paradigms seek to ensure 
financial stability on a systemic level. It then moves on to ‘political’  factors in an analysis of financial 
surveillance in the two senses of macroeconomic monitoring and the fight against terrorism 
financing, before drawing some conclusions for the finance-security assemblage, and in turn for 
societal security in a post-financial crisis-post-9/11 era.  
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1. Introduction: Securing financial infrastructure 

This deliverable continues the task of SOURCE work package 5 to examine the various relations 
between global finance and societal security. The first deliverable outlined the liberal problematic of 
security as one of securing circulation and analysed the risk calculus in the disciplines of modern 
finance theory and security studies as a key analytical tool in this task. A significant finding was that 
the epistemological basis for societal security is tendentially moving from a quantitative capacity to 
predict associated with the probability calculus to an emphasis on a qualitative capacity to absorb 
events in whatever unexpected form. This shift from calculable risk to incalculable uncertainty has 
for some time now underwritten a mounting concern with critical infrastructure protection (CIP) in 
the field of security. Maintaining operational capacity under indeterminate threats in emergency 
response units is tested in regular disaster simulation exercises at various critical infrastructure 
points across Europe. If CIP is thus a central element in the paradigm of societal security, the 
definition of the financial system as critical infrastructure represents a far more complex case than 
energy grids and transport systems. This is due to the fact, as pointed out in D5.1, that a primary 
motor of financial circulation is risk-taking. A second complicating matter that has also been 
foreshadowed in D5.1 is that the ‘securitisation’ of finance occurs both in a political and financial 
sense. Both these need to be taken into account, separately as well as in conjunction, to understand 
the challenge of securing financial circulation, and this will be the task of this report.  
    The report is structured as follows: Starting with a brief outline of the issues at stake when framing 
financial circulation as critical infrastructure and considering both political as well as financial 
securitisation, global financial flows will be mapped according to types of assets, volumes, financial 
systems and actors, including best possible estimates for the so-called shadow banking system. The 
main body of the report will then dissect the different factors and mechanisms involved in securing 
financial circulation: including elements addressing problems of ‘financial’  security such as financial 
regulation, monetary policy, collateral and credit ratings, as well as elements enrolled in providing 
primarily ‘political’ security such as financial surveillance. Here particular emphasis will be placed on 
an assessment of measures implemented in the wake of the global financial crisis (GFC). A concluding 
section will examine the implications of the issues at stake in securing financial circulation for the 
paradigm of societal security, which, as D5.1 noted, cannot be conceived as separate from global 
finance. 

1.1 Financial system as critical infrastructure 

The significance of critical infrastructures and their vulnerability to acts of violence by non-state 
actors had begun to move into the public eye with a growing number of attacks during the 1990s, 
such as the 1993 attack on the World Trade Centre, the 1995 attacks on the Federal Building in 
Oklahoma City and an attack in the same year in a Tokyo subway.1 Critical infrastructures were in a 
US Presidential Decision Directive in 1998 defined as ‘those physical and cyber-based systems 

                                                           
1 Lewis, Ted G. (2014: 7) Critical Infrastructure Protection in Homeland Security: Defending a Networked Nation 
(Hoboken, New Jersey: John Wiley & Sons) 
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essential to the minimum operations  of  the  economy  and  government’ (PDD-63).2 In the wake of the 
9/11 terrorist attacks CIP has moved onto the agenda in most Western states. In the EU, the 
Programme for European Critical Infrastructure Protection (EPCIP) was proposed in 2005 and set up 
in 2008.3 An EU critical infrastructure was defined as an 'asset, system or part thereof located in 
Member States which is essential for the maintenance of vital societal functions, health, safety, 
security, economic or social well-being of people, and the disruption or destruction of which would 
have a significant impact in a Member State as a result of the failure to maintain those functions’.4  
    Banking and finance were already identified as one of eight critical infrastructure sectors in the US 
Presidential Decision Directive of 1998 along with emergency law enforcement services, emergency 
services, energy, information and communications, public health services, transportation and water 
supply. In 2003, the Financial Services Sector Coordinating Council (FSSCC) was established in the US 
as one of sixteen sector-specific industry collaboratives formed under an executive order that 
established a framework for public private partnership to address the security and resilience of the 
nation’s   critical   infrastructures.   The mission of the FSSCC was to ‘strengthen the resiliency of the 
financial   services   sector   against   attacks   and   other   threats   to   the   nation’s   critical   infrastructure by 
proactively identifying threats and promoting protection, driving preparedness, collaborating with the 
U. S. Federal government, and coordinating crisis response - for the benefit of the Financial Services 
sector, consumers and the USA’5. Members include commercial and investment banks, clearing 
houses, credit rating agencies, communication networks, electronic payment firms, financial advisory 
services and utilities. Similarly in the EU, finance (banking, securities and investment) was identified 
by the Commission as critical infrastructure in a 2004 final Commission strategy. 
    Up until 2007, the year the global financial crisis began as a crisis in US subprime mortgages, the 
financial sector was exclusively seen at risk from ‘terrorist attacks, large-scale power outages, natural 
disasters and possible flu pandemics’.6 What has become strikingly clear since is that the main threat 
to the financial system however originated within the financial system itself. It was no outside attack 
on the financial system per se or technical failures, but financial practices and structures that brought 
the system close to collapse. In 2015, the US Department of Homeland Security still defines the 
financial   services   sector   as   a   vital   component   of   the   nation’s critical infrastructure in the form of 
payment systems and deposits, the provision of credit and liquidity, investment and the transfer of 
financial risks between customers.7 What is omitted in this list however is that a crucial peculiarity of 
the financial system lies in the fact that a key operational principle to be protected is risk-taking. 
While existing financial infrastructure governance focuses on the maintenance of payment systems, 

                                                           
2 http://fas.org/irp/offdocs/pdd/pdd-63.htm 
3 http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008L0114&from=EN 
4 EU Directive 2008, Article 2a. Available at http://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32008L0114&from=EN 
5http://www.cfr.org/world/banking-finance-critical-infrastructure-key-resources-sector-specific-plan-input-
national-infrastructure-protection-plan/p14637 
6http://www.cfr.org/world/banking-finance-critical-infrastructure-key-resources-sector-specific-plan-input-
national-infrastructure-protection-plan/p14637 
7 http://www.dhs.gov/financial-services-sector 
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securities settlement systems and central counterparties (clearing houses), it should not be forgotten 
that what circulates in contemporary financial circulation is, to a large extent, risk itself.8 

1.2 Political and financial securitisation 

A second significant feature of financial infrastructure protection lies in the fact that finance 
possesses its own meaning(s) of security, reaching from negotiable instrument, to collateral, to 
smooth consumption and financial stability (see D5.1, 1.1). If the subsumption of financial flows to 
critical infrastructure protection may be considered a securitisation in the political sense that has 
intensified with the algorithmic regime of financial surveillance and the fight against terrorist 
financing in a post-9/11 security landscape, an analysis of securing financial circulation needs equally 
be concerned with the many ways in which circulation is secured in a financial sense. If less 
straightforward than its political counterpart, financial securitisation – the marketisation of 
securities – is critical to understanding what exactly circulates in financial infrastructures and how 
and on what terms it does so. Financial securitisation is conventionally defined in a technical sense as 
a financing technique that turns assets with predictable future cash flows (e.g. interest payments on 
mortgages or credit card receivables) into marketable securities. Debt securities are pooled and sold 
to a special investment vehicle (SIV), which funds the purchase through loans (e.g. from the parent 
bank) and then issues the mortgage and asset-backed securities as a collateralised debt obligation 
(CDO). The CDO is then sold to institutional investors in different tranches from low-risk   ‘super  
senior’ to high-risk equity after obtaining a credit rating. Securitisation serves three main purposes: 
Next to an innovative strategy to raise funds from illiquid assets, the process of legal restructuring 
essentially   removes   the   assets   from   the   bank’s   balance   sheet, increases its return on assets and 
return   on   equity   ratios   and   hence   decreases   the   bank’s   capital requirements held to protect 
depositors. Importantly, it also not only reduces total default risk by pooling, diversification and 
‘slicing  and  dicing’, but transfers the risk onto the holder of the asset-backed securities – generally 
speculators who are willing to bear high risk for the prospect of high returns (thus in systemic terms 
achieving so-called   ‘risk efficiency’). The significance and technical specificity of securitisation 
practices in the build-up of the GFC notwithstanding, securitisation in a financial sense may in more 
general terms be understood as the becoming liquid, becoming credible, becoming plausible of debt 
securities9, that is, the endowment of financial products with particular narratives that underwrite 
their circulation and marketization. In this sense, any security that is traded is subject to 
securitisation. These narratives may range from the prospects of a firm, to the creditworthiness of 
countries to the particular qualities ascribed to structured finance products. Thus, in and through 
financial securitisation, securities as legal claims constitute the very objects of circulation. Their 
liquidity is further premised on financial security in the sense of collateral, while regulatory 
paradigms seek to ensure financial stability on a systemic level. These  ‘financial’  aspects  of  securing  
circulation  need  to  be  considered  alongside  the  more  ‘political’  ones  that  have  led  to  a  convergence  
of finance and security in a common paradigm of surveillance, resilience, crisis governance and 
                                                           
8 Esposito, Elena (2013) The Structures of Uncertainty: Performativity and Unpredictability In Economic 
Operations, Economy & Society. 42(1): 102-129 
9 Boy, Nina (2015) Sovereign Safety, Security Dialogue. Online first: DOI: 10.1177/0967010615593038 
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critical infrastructure protection. Before turning to a more detailed examination of the factors 
involved here, the next section will provide a comprehensive mapping of financial flows in terms of 
the function, types and volumes of assets, financial system models and financial actors. 
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2. Mapping global financial circulation 
 

2.1    Types of financial flows 
 

2.1.1 Debt and equity 

Financial flows can be grouped into two main types of securities of debt and equity, depending on 
the claims they concede to the investor. With a debt claim (e.g. a bank loan; a bond; a Treasury bill; 
or a bank deposit) the holder has a predetermined cash claim via the rate of interest charged in 
addition to a claim to the return of the principal (i.e. the original amount lent). This debt can be a 
credit or loan, typically granted by a single institution (or syndicated if granted by a pool of investors), 
or a debt security, if the debt is divided into a large number of instruments with equal rights (a bond 
if the instrument is long-term, or commercial paper if it is short-term). Bank deposits are also debt 
issued by banks that may be claimed (i.e. withdrawn) at short notice. An equity claim, such as shares 
in a company, is a claim on profits depending on the performance of the company and if debt 
repayments are guaranteed and hence certain (aside from credit risk), equity is inherently risky (see 
also D5.1, 1.1.2). Based on the risk-return calculus underlying finance theory, equity should earn a 
higher return accordingly. The return – or cost, depending on the perspective of creditor or debtor – 
of debt, the interest, is fixed in advance (including variable interest, where the benchmark and 
premium are agreed). The return of equity, the dividend, is a fraction of the profits that the owners 
decide to distribute and variable: if the company suffers losses, shareholders will not be paid a 
dividend.10 In the case of the liquidation of the company issuing the financial instrument, debt-
holders are paid in advance of shareholders, whose claim is residual. Hybrid debt-capital instruments 
combine the characteristics of debt and equity, such as subordinated debt. 
    The total amount of outstanding global debt is difficult to measure, partly since a large fraction of 
debt is owed by financial institutions to other financial institutions. These volumes are not tracked 
with the exception of the bond market (90 billion11 USD globally12) and the interbank market (5 
billion EUR, or 16% of banking assets in the euro area). Another challenge when adding global debt 
markets arises from the implicit multiple counting of the same money. For example, when adding the 
fixed income market (90 billion USD) to credit and loans of the largest 1,000 banks13 (59.7 billion 
USD14 – there is no data for the sector as a whole) and to debt owed by the 1,000 largest banks (106 

                                                           
10 Shareholders may not be paid dividends even if the company is profitable, if the main shareholders decide 
not to distribute a fraction of the profits. 
11 Except otherwise noted, in this report a billion will be considered as a million million (1012). A thousand 
million 109) will be referred to as milliard. A trillion is a million billion (1018). 
12 BIS (2013): Triennial Central Bank Survey 2013 (Basel: Bank for International Settlements). Available at 
http://www.bis.org/publ/rpfx13.htm  
13 Data from The Banker database (2014). This private database serves as main reference in the sector. The 
2014 database includes data for the financial year ending between July 2013 and March 2014 (for most banks, 
the year ends in December 2013). Available (under payment) at www.thebanker.com/Information/The-Banker-
Database  
14 FED (2015b) Financial Accounts of the United States, Fourth Quarter 2014 (Washington DC: Federal Reserve). 
www.federalreserve.gov/releases/z1/current/z1.pdf 
ECB (2015b) Euro Area Accounts (Frankfurt am Main: European Central Bank). Available at 
https://www.ecb.europa.eu/stats/acc/html/index.en.html 

http://www.bis.org/publ/rpfx13.htm
http://www.thebanker.com/Information/The-Banker-Database
http://www.thebanker.com/Information/The-Banker-Database
http://www.federalreserve.gov/releases/z1/current/z1.pdf
https://www.ecb.europa.eu/stats/acc/html/index.en.html
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billion USD, mostly deposits), the combined figure of 255.7 billion USD entails debt counted multiple 
times.15 With these precautions in mind, the total of 255.7 billion USD includes all public debt and 
most loans to households and non-financial companies but does not include total debt issued by 
some financial institutions and held by other financial institutions. Equity is easier to measure: the 
market value of listed companies worldwide is 68 billion USD.16  

2.1.2 Derivatives 

Derivatives are a third type of financial instrument where investors take a position in the future 
development of a financial or real asset without holding the underlying asset as such. The value of 
derivatives is thus based upon some other asset such as shares, futures, currency or an index. The 
derivative is the contract between the parties involved; its value varies according to fluctuations in 
the underlying assets. Derivatives are traded in organized exchanges (such as LIFFE or CBE) or in over-
the-counter (OTC) markets. Most trading occurs outside organized exchanges: at the end of 2014 
derivative contracts at exchanges amounted to over 27 billion USD, while over-the-counter markets 
had an outstanding notional amount of 630 billion USD.17 Gross market value of the derivatives 
markets (the actual gain or loss that the parties would incur if the contract was to be executed 
immediately) has been reduced from a peak of 35 billion USD in December 2008 to 20 billion USD at 
the end of 2014. Before 2007 it did not exceed 11 billion USD and despite a downwards trend has 
been over 15 billion USD continuously since 2009, arguably remaining too large.18 
    As with debt, the total value of outstanding derivatives contracts may be misleading in certain 
cases. Derivatives are measured in terms of notional amounts,19 that is, the total value of a leveraged 
position’s  assets. For example, for derivatives such as interest rate swaps, notional value is equal to 
the amount used to calculate the payment: if bank A traded a 1 million USD 5% fixed rate loan for 
bank  B’s  1  million  USD  variable  percentage   rate   loan,   the  notional   value  on   this   trade  would  be  1  
million USD. Neither party thus pays or receives the notional principal amount at any time, which is 
why it is considered notional, or theoretical; only interest rate payments change hands. Even for 
contracts where the notional amount may come due (such as an option on buying a certain amount 
of shares at a specific point in time in the future), the figure may be misleading since it presents 
counterfactual possibilities, or risk, on the same terms as actual financial flows between parties.20 
                                                                                                                                                                                     
Bank of Japan (2015b) Overview of Japan, US, and the Euro area (Tokyo: Bank of Japan). Available at 
https://www.boj.or.jp/en/statistics/sj/sjhiq.pdf 
15 If A makes a deposit of 100 EUR in Bank A, and B makes a deposit of 100 EUR at bank B, and Banks A and B 
lend  to  each  other,  the  overall  debt  will  be  counted  as  400  EUR,  even  though  the  ‘actual’  money  circulating  is  
200 EUR. 
16 WFE (2015): Statistics on Stock Exchanges (London: World Federation of Exchanges). Available at 
http://www.world-exchanges.org/statistics  
17 BIS (2015): Semi-annual Survey on OTC derivatives- April 2015 (Basel: Bank for International Settlements). 
 Available at http://www.bis.org/statistics/derdetailed.htm  
18 Ibid. 
19 Notional (or nominal) amounts provide a measure of market size and are used as reference to settle the 
contractual payments at maturity. Typically, the real risk is not as high, as potential losses depend on price 
levels and/or volatility of the underlying asset.  
20 In this sense the derivatives market can roughly be compared to home insurance, where the notional amount 
would amount to the total sum due by the insurance company in the low probability case of total loss. The 
actual flows between the insured and the insurance company (i.e. the annual premia paid by the insured and 

https://www.boj.or.jp/en/statistics/sj/sjhiq.pdf
http://www.world-exchanges.org/statistics
http://www.bis.org/statistics/derdetailed.htm
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Nonetheless, in the options, futures and currency markets a very small amount of invested money 
can control a large position via derivatives and have potentially large consequences for the trader. 
 

2.1.3 Money 

Money is conventionally defined as means of payment, unit of account and store of value. As means 
of payment, it is the means by which goods and services are exchanged. As unit of account, money is 
the denominator of value, whether as liabilities or assets. As store of value, money holds value stable 
over time. Money is not a separate type of flow from debt, equity and derivatives since these are 
denominated in monetary terms but represents the most liquid asset of the financial system because 
it is accepted as common currency. Many scholars derive the invention of money not from a 
progressive shift from a barter economy to a monetary economy but denote its origin as a means to 
settle debt.21 Money is also not only a unit of account but also a commodity and thus has a market 
and a price. Monetary economics employs a distinction of M0-M4 as different measures of the 
money supply. M0 and M1, also termed narrow money, refer to coins and notes in circulation and 
other money equivalents that are easily convertible into cash. M2 includes M1 plus short-term time 
deposits and 24-hour money market funds. M3 includes M2 plus longer-term time deposits and 
money market funds with more than 24-hour maturity (deposits, short-term debt and repos). M4 
includes M3 plus other deposits.  
 

2.1.4 Capital 

Capital can refer to a variety of meanings and its specific definition depends on the context in which 
it is used. In general, however, capital refers to financial and material resources available for use. 
Capital is different from money – where money is used to purchase goods and services for 
consumption, capital implies a more durable category used to generate wealth through 
investment. It is thus in macroeconomic terms one of the factors of production used to create goods 
or services. Equity is considered a form of capital as money invested in a business to generate 
income. Besides being used in production, capital can be rented out for a monthly or annual fee 
to create wealth, in which case it also becomes debt. Capital itself does not exist until it is 
produced. To create wealth, capital must be combined with labour, the work of individuals who 
exchange their time and skills for money. Investment in capital is associated with greater future 
prosperity at the cost of current consumption (see also D5.1, 1.1.3 Financial security as smooth 
consumption). Wealth in the form of money or assets is taken as a sign of the financial strength and 
security of an individual, organization, or nation. Capital derives from property rights and the free 
movement implied by ownership, yet there is a trade-off between profit on capital and benefit 
to society in the form of taxation of profits (capital gains).  
 

                                                                                                                                                                                     
occasional pay-outs by the insurance company) are thus a lot smaller than the notional amount (which also 
informs the business model of the insurance industry). 
21 Graeber, David (2011) Debt: The First 5,000 Years (Brooklyn and London: Melville House); Rowlinson, 
Matthew (2010) Real Money and Romanticism (Cambridge: Cambridge University Press) 
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2.2    Financial system infrastructure 
 
The financial system is a complex whole composed of institutions, instruments and markets whose 
function is to channel savings from surplus economic units (SEU) to deficit economic units (DEU) 
(see Figure 2 below). These financial resources may be transferred directly, semi-directly or 
indirectly.22 Direct transfer occurs via the issuance of debt or equity securities in capital markets (for 
example, a private company issuing stock to its investors, or a country issuing public debt). Resources 
can also be transferred indirectly through financial intermediaries like credit institutions or insurance 
companies. These raise money from surplus units by issuing financial assets and then pass these on 
to deficit units in exchange for a different kind of financial assets unrelated to the previous one. 
Banks thus intermediate the relation between creditor and debtor and adapt  depositors’  needs   to  
those of borrowers in terms of maturity, liquidity, and principal. A semi-direct channel exists where 
even though financial intermediaries facilitate the transfer of savings from surplus units to deficit 
units they do not create new financial instruments. 
    Internationally, there have been three main models of financial system. An Anglo-Saxon model (US 
and UK), based on capital markets and the Central European and Japanese models, based on 
banking. The main difference lies in the size of the banking sector. Whereas in the euro area, 
domestic banking sector assets (78.1% debt and 4.3% equity) were close to 240% of GDP in 2013,23 in 
the US their value was considerably less at approximately 72% of GDP.24 Given that these two 
economies are similar in terms of GDP, the European banking sector is substantially larger than its US 
counterpart. Despite this difference in size however, the number of banks in the two economies is 
similar. In the last decades, the US banking sector has experienced a faster consolidation process 
than the euro area, whose decline has been more modest.25 In the case of Japan, the banking 
sector’s  aggregate balance sheet in 2015 stands at 340% of GDP26 moving it closer to the European 
model in relative size although its function differs.27 Despite these differences in financial systems 
there has been a common trend towards a synthesis of the current models: Even before the 2008 
crisis, European countries had started a process of disintermediation, diminishing the importance of 
traditional banking for channelling savings through the economy, hence approaching the US model. 

                                                           
22 Kohn, Meir (2004) Financial Institutions and Markets (Oxford: Oxford University Press) 
23 ECB (2014) Banking Structures Report – October 2014 (Frankfurt am Main: European Central Bank). Available 
at www.ecb.europa.eu/pub/pdf/other/bankingstructuresreport201410.en.pdf  
24 ECB (2013) Banking Structures Report – November 2013 (Frankfurt am Main: European Central Bank). 
Available at www.ecb.europa.eu/pub/pdf/other/bankingstructuresreport201311en.pdf  
25 Ibid. 
26 Bank of Japan (2015a) Financial System Report- April 2015 (Tokyo, Bank of Japan). Available at 
www.boj.or.jp/en/research/brp/fsr/fsr150422.htm   
27 Japan differs through the model of keiretsus – a  conglomerate of different companies centred around a large 
bank, which lends to the keiretsu's member companies and also holds a majority equity position in the 
companies of the group. The bank usually controls the companies belonging to the keiretsu and offers 
emergency loans if needed. This model has prevented hostile takeovers of Japanese firms, as foreign 
companies could not easily fight against large local banks. At the same time, for those Japanese firms not 
affiliated with bank-centred keiretsu groups, access to credit has been restricted, particularly in times of 
monetary policy tightening, hence creating an incentive to hold extra cash for safety reasons. See Peek, Joe and 
Rosengren,  Eric   (2014)   ‘The Role of Banks in the Transmission of Monetary  Policy’, in Berger, Molyneux and 
Wilson (2014) (eds) The Oxford Handbook of Banking 2nd Edition (Oxford: Oxford University Press).  

http://www.ecb.europa.eu/pub/pdf/other/bankingstructuresreport201410.en.pdf
http://www.ecb.europa.eu/pub/pdf/other/bankingstructuresreport201311en.pdf
http://www.boj.or.jp/en/research/brp/fsr/fsr150422.htm
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On the other hand, following the link of the GFC to the repeal of the Glass-Steagall Act, the US has 
officially stated that it would impose more stringent government controls in the shadow banking 
industry,  reducing  ‘financial innovation’ and thus approaching the European model.28  
 

2.2.1 Capital markets 

As noted above (2.1.1), the outstanding amount of the debt market is around 90 billion USD, 
including both public and private debt. 40% of this market corresponds to fixed income securities 
issued in the US, where corporations issuing private bonds are a lot more frequent than in other 
developed economies. In advanced economies the outstanding stock of debt securities increased 
from 135% of GDP in 2000 to 188% in 2012.29 This increase was mainly driven by financial 
corporations in the years prior to the onset of the global financial crisis in 2007 while bail-outs for the 
financial industry and the Great Recession forced governments to issue vast amounts of debt in the 
ensuing period.30 Beyond debt markets, stock markets are seen as integral to the functioning of the 
financial system and are argued to improve risk-sharing among economic agents and enhance 
growth. Even though most of trading occurs between investors on the secondary market, stock 
exchanges are also said to perform a vital function of channeling resources from savers to the 
corporate sector through a fraction of IPOs.31 As also mentioned above (2.1.1), at the end of 2014, 
the market capitalization of stock exchanges was 68 billion USD with a high concentration in some 
markets: the American exchanges NYSE and NASDAQ accounted for 40% of global capitalization. In 
Europe, listed stock accounted for 4.6 billion EUR of equity funding for non-financial companies at 
the end of 2014, amounting to 16% of the funding needs of euro area non-financial corporates.32 

2.2.2 Banking system 

Beyond the key function of settling payments, bank intermediation entails three important aspects: 
1) credit intermediation, 2) maturity transformation and 3) money creation. 1) Banks match assets 
and liabilities by lending out the savings of their depositors to investors in need of capital, that is, 
they advance funds that they have themselves borrowed from deposits against an interest rate 
typically higher than that paid on deposits. 2) While many projects require long-term financial 
commitments, investors are more willing to lend on a short-term basis. Banks borrow short-term, in 
                                                           
28 Meanwhile, the mid-nineties crisis in Japan and its long aftermath of liquidity-trap conditions, together with 
the poor performance of so-called zombie banks led to an evolution of the Japanese financial market in which 
the role of keiretsus is significantly less relevant. See Toda, Makoto and McCarty, William (2005) Corporate 
governance  changes  in  the  two  largest  economies:  what‘s  happening  in  the  US  and  Japan?,  Syracuse Journal of 
International Law and Commerce (32): 189-231. 
29 BIS (2013). These figures include short-term debt such as monetary instruments (around 7% of the total) 
which are not always counted as capital.   
30 According to former commissioner Joaquín Almunia, in Europe alone around 600 milliard euros (around 5% 
of EU GDP) were spent on the banking bailouts from 2008 to 2013.  
31 In IPOs the shares sold may be issued by the company itself in order to raise capital to fund its investment 
strategy (or else to clean-up its balance sheet or to reduce leverage); or from shareholders that seek to divest 
in the company. In this second case, the company will not modify its funding situation, even though later needs 
of funding will be more easily fulfilled.    
32 ECB (2015b) Euro Area Accounts (Frankfurt am Main: European Central Bank). Available at 
https://www.ecb.europa.eu/stats/acc/html/index.en.html  

https://www.ecb.europa.eu/stats/acc/html/index.en.html
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the form of demand deposits and short-term certificates of deposit, and lend long-term: mortgages, 
for instance, are frequently repaid over 30 years. Banks thereby transform debts with very short 
maturities (deposits) into credits with very long maturities (loans) and collect the difference in the 
rates as profit. 3) A vital role of banks is money creation, which at the individual bank level differs 
from  ‘printing  money’ (currency represents merely one type of money). Instead, banks create money 
through fractional reserve banking. Fractional reserve banking refers to the fact that banks keep only 
a small portion of their deposits on hand. When a customer comes into the bank and deposits 100 
USD, only 10 USD of that will be kept in the form of cash or easily-liquidated securities. The 
remaining 90 USD will be lent out as new money to customers as loans, or used to acquire stock or 
bonds of other companies. The rate by which banks thus increase the money supply is known as the 
money multiplier.   
      In 2013-14, the largest 1,000 banks globally held assets totalling 113 billion USD33, more than 
140% of global GDP34 (while in 1996 assets were roughly equivalent to global GDP). Among these, the 
largest 10 banks alone accounted for 20% of the assets. In the euro area, on a consolidated basis, the 
total number of credit institutions amounted to 2,645 at the end of 2012 (domestic banks and 
banking groups); considered individually, the number is 5,248.35 At the end of 2013, total assets of 
the euro area banking sector stood at 26.8 billion EUR,  around  thrice  the  euro  area’s  GDP. The size of 
the domestic banking sector in the euro area has decreased as a percentage of GDP from 360% in 
2008 to 280% in 2013. This reduction has been particularly significant in countries such as Ireland, 
Cyprus and Belgium and can be ascribed to the banking crisis (and non-performing loans write-offs), 
bank failures and deleveraging (including a cutback in interbank loans). In other countries, 
particularly in France and Germany, the downsizing corresponds to the ‘implementation by some 
large banks of accounting rules which allow for derivatives netting in certain conditions’.36 The 
aggregate balance sheet of euro area banks shows that loans represent slightly over 50% of the 
assets, declining since the late 1990s (from 63% of total assets in 1998).37 In fact, while lending to 
households and non-financial companies is supposed to be the main objective of banks, this share 
has been reduced from 36% in 1998 to 33% in 2015. In addition, between 15% and 20% of European 
banking assets are interbank loans, lent on a daily basis. At the end of March 2015, the interbank 
market amounted to 5 billion EUR in the aggregated balance sheet of euro area banks, comprising 
approximately 16% of their assets. This market is extremely concentrated in the largest institutions: 
in some segments the top five institutions account for more than half of the market (and the top 20 
for around 85%).38 

                                                           
33 Credits and loans constitute 53% of total assets. It can be estimated that, as in Europe, a large fraction of the 
remaining 47% will be debt securities. 
34 The Banker database. Available (under payment) at www.thebanker.com/Information/The-Banker-Database  
35 ECB (2014) Banking Structures Report – October 2014 (Frankfurt am Main: European Central Bank). Available 
at www.ecb.europa.eu/pub/pdf/other/bankingstructuresreport201410.en.pdf  
36 ESRB Advisory Scientific Committee (2014): Is Europe Overbanked? ASC Report, nº 4 (Frankfurt am Main: 
European Systemic Risk Board). Available at www.esrb.europa.eu/pub/pdf/asc/Reports_ASC_4_1406.pdf  
37ECB (2015b) Euro Area Accounts (Frankfurt am Main: European Central Bank). Available at 
www.ecb.europa.eu/stats/acc/html/index.en.html  
38 ECB (2014b) Euro Money Market Survey 2014 (Frankfurt am Main: European Central Bank). Available at 
www.ecb.europa.eu/pub/pdf/other/euromoneymarketsurvey201410.en.pdf  

http://www.thebanker.com/Information/The-Banker-Database
http://www.ecb.europa.eu/pub/pdf/other/bankingstructuresreport201410.en.pdf
http://www.esrb.europa.eu/pub/pdf/asc/Reports_ASC_4_1406.pdf
http://www.ecb.europa.eu/stats/acc/html/index.en.html
http://www.ecb.europa.eu/pub/pdf/other/euromoneymarketsurvey201410.en.pdf
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2.2.3 Shadow banking system 

The disintermediation process occurring in Europe and Japan implies an increase of market-based 
funding but has also promoted the role of shadow banking. Shadow banks are non-bank financial 
institutions that conduct credit intermediation outside the conventional banking system and lack 
access to central bank credits. As Gabor39 has noted, defining shadow banking solely via institutions 
can be misleading however and a definition in term of activities calls into question the distinction 
between regulated and shadow banks since the former can and often do engage in shadow banking 
via repo activities.40 Shadow banking has been argued by advocates to complement the traditional 
banking system by expanding access to credit, sharing risks and deepening market liquidity, but it 
also poses significant risks. Since the beginning of the 1980s, the shadow banking portion of the US 
financial   system   ‘has accounted for almost the entire growth in US financial deepening, 
predominately due to securitization and collateralized borrowing’41 (see Figure 1).  
 
                                     Figure 1   US Total Credit Market Assets (ratio to GDP) 

 
                                   Source: Singh and Stella (2012) 
 
 
The non-bank financial intermediation of the shadow banking system is closely linked to financial 
securitisation and the use of originate-to-distribute lending models. This takes the form of direct 
issuance of asset-backed securities (ABS) by banks, mainly via the transfer of loans to Government 
Sponsored Enterprises (GSEs) such as Fannie Mae and Freddie Mac. GSEs buy mortgages on the 
secondary market (or mortgage-backed securities issued by banks), pool them and sell them as a 
mortgage-backed security to investors. In 2013, even after the financial and sub-prime crises, Fannie 
Mae and Freddie Mac accounted for more than half of the outstanding household mortgage debt in 
the US and purchased or guaranteed about 90% of new mortgages.42 This stands in stark contrast to 
the smaller and less dynamic European securitization market, whose total value in 2014 was 1.5 

                                                           
39 Gabor, Daniela (2013) Shadow Interconnectedness: The Political Economy of (European) Shadow Banking. 
Available at SSRN: http://ssrn.com/abstract=2326645 
40 Repo lending, i.e. the sale of securities with the agreement to buy them back at a later point in time, 
amounted in the US according to some estimates to 5 trillion USD in 2004. It contracted in 2008 only to grow to 
its pre-crisis peak in 2010. 
41 Singh, Manmohan and Peter Stella (2012: 6) Money and Collateral. IMF Working Paper WP/12/95 
42 ECB (2013) 

http://ssrn.com/abstract=2326645
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billion EUR of debt, approximately 25% of the US market.43 It is noteworthy that most European 
structured finance products performed well throughout the financial crisis, with much lower default 
rates than ABS on US loans: according to the ECB (using  data  from  Standard  &  Poor’s  for  the period 
July 2007 to December 2013) the default rate was 1.5% in Europe compared with 18.4% in the US. 
This can partially be explained by the design of bank bailouts in Europe, particularly in Ireland and 
Spain, and by the exclusion of hybrid capital-debt instruments, which served a similar purpose as ABS 
for relocating risks from banks to other investors and which incurred substantial losses. Other 
financial intermediation within the shadow banking system – mainly performed by money market 
funds, finance companies, hedge funds and investment funds – also plays a larger role in the US than 
in the euro area. In the euro area, the total assets of these other intermediaries (mostly debt) 
amount to 10 billion EUR (approx. the  euro  area’s  GDP), corresponding to one third of the size of the 
banking sector. In the US, the shadow banking sector has not only exceeded the traditional banking 
sector from the late 1990s until 201044 but has also grown faster than traditional banking since the 
outbreak of the financial crisis: its size increased by 5 billion USD in 2013 (the last year with data 
available) to 75 billion USD in 2014,45 similar in size to global GDP. Shadow banking now represents 
one fourth of total financial intermediation worldwide and about half of total banking system assets. 
Although of greater significance in the US and UK, shadow banking has also expanded in emerging 
markets from 6% to 35% of GDP between 2002 and 2012, fueled by investors in search of higher yield 
and regulatory arbitrage.46 
 

2.2.4 Global (im)balances 

As  the  financial  system’s purpose is to channel savings, the savings rate should be a critical factor in 
its development. At the aggregate level, the global savings rate has grown in recent times and is 
currently over 25% of GDP;47 it is particularly high in China and the newly industrialized Asian 
countries and significantly lower in OECD countries. Among the most advanced economies, Japan has 
consistently higher savings rates than Continental European countries, while the latter save more 
than the UK or the US. Despite these differences, during the last decades there has been a common 
trend in developed economies towards a lower savings rate as developed economies have been 
driven by consumption and provided incentives for consuming not saving. It has been argued that 
the financial system is now more efficient, allowing for lower savings rates to be sufficient for 
economic activity, yet both the UK and the US (among low savings countries) have overdeveloped 
financial industries. At the international level, three blocks of countries have continuously exported 

                                                           
43 ECB and Bank of England (2014) The Impaired EU Securitisation Market: Causes, Roadblocks and How to Deal 
with Them (Frankfurt am Main: European Central Bank and Bank of England). Available at 
www.ecb.europa.eu/pub/pdf/other/ecb-boe_impaired_eu_securitisation_marketen.pdf  
44 Pozsar, Zoltan et al. (2012) Shadow Banking Federal Reserve Bank of New York Staff Reports No. 458. 
Available at www.newyorkfed.org/research/staff_reports/sr458.pdf  
45 FSB (2014) Global Shadow Banking Monitoring Report 2014 (Basel: Financial Stability Board). Available at 
http://www.financialstabilityboard.org/wp-content/uploads/r_141030.pdf  
46 Regulatory arbitrage refers to a practice of circumventing unfavourable regulation and capitalising on 
differences among jurisdictions.  
47 IMF (2015) World Economic Outlook April 2015 (Washington DC: International Monetary Fund). Available at 
http://www.imf.org/external/pubs/ft/weo/2015/01/  
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capital to other nations since 2000: Eastern Asian countries; oil and natural gas producers; and 
export-oriented European countries. In reverse, two main groups of nations have imported capital 
year after year: Anglo-Saxon economies and Southern European countries (until 2012). The total 
amount of funds transferred and detected by the IMF/BIS corresponds to between 2.4% and 4.5% of 
global GDP annually in the period 2000-2013. These flows have led to a large accumulation of foreign 
reserves in some countries, balanced by large external debts in others: Chinese foreign reserves were 
worth 3.88 billion USD in September 2014, while its GDP is estimated at 10.38 billion USD.48 Chinese 
exposure to US debt is immense: in 2013 China held around 1.3 billion USD of US treasuries,49 making 
it the largest holder of US sovereign debt.  
  With these different types of financial flows and infrastructure in mind, Figure 2 shows the main 
global financial flows between surplus economic units and deficit economic units. The ensuing 
section will profile the different financial actors depicted here and provide more detailed data on the 
volumes they channel.   
 
Figure 2       Global financial flows 
 

 
Source: Tecnalia/ Deusto Business School 
                                                           
48 IMF (2015) Global Financial Stability Report - April 2015 (Washington DC: International Monetary Fund) 
Available at https://www.imf.org/External/Pubs/FT/GFSR/2015/01/pdf/text.pdf  
49 Morrison, Wayne and Lebonte, Marc (2013:8) China’s   Holdings   of   US   Securities:   Implications   for   the   US  
Economy (Washington DC: US Congress Research Service) 
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2.3    Financial actors 
 

2.3.1 Households 

In terms of the role that economic groups perform in the financial system, households and non-for 
profit institutions (NPI) tend to save and are therefore surplus economic units at the aggregate level. 
Figure 2 shows at the bottom right the total amount saved by households and NPIs from the Euro 
area, the US, and Japan (106 billion USD), held as financial assets50. This approximately amounts to 
the total owed by non-financial companies in these countries (100.5 billion USD),51 who constitute 
the main deficit economic units at the aggregate level, with a need to borrow or to obtain equity 
stakes in order to fund investments. Non-financial companies may be public or private,52 the 
difference being whether or not they have access to the organized financial markets (stock 
exchanges, fixed income markets etc.) for raising funds.  
    The mean worth of household holdings in financial assets is 130,000 USD per household in the 
three largest developed economies (US, Euro area and Japan, with a total population of 785 million 
people). This figure does however not represent the typical household: even in the US there is a large 
fraction of families who do not save (48% of US households did not save in 2010-2013).53 
Furthermore, there are significant differences across countries: US households on average hold thrice 
as many financial assets as euro area equivalents, while Japanese households are over-dependent on 
banking deposits. In terms of risk, US households are far more exposed to financial market volatility: 
their investment in equities and investment trusts comprises around 46.5% of their financial assets, 
while in the euro area these assets only receive 25% of household financial investments and 15% in 
Japan. Investment in bonds and deposits is at 18.1% in the US, 40.1% in the euro area and 54.2% in 
Japan. In terms of borrowing, while 75% of US households hold debt, only 43.7% of euro area 
households and 54% of Japanese households participate in the credit market. 
      International flows originating from households (and to a lesser extent from non-financial 
corporations) are of great significance for some countries, be they legal (such as remittances from 
emigrant workers to their families) or illegal (money laundering, drug dealing profits). Eight 
countries54, mostly African, have had remittances exceeding on average 5% of their GDP during the 

                                                           
50 Bank of Japan (2015b) Overview of Japan, US, and the Euro area (Tokyo: Bank of Japan). Available at 
https://www.boj.or.jp/en/statistics/sj/sjhiq.pdf  
51 FED (2015b) Financial Accounts of the United States, Fourth Quarter 2014 (Washington DC: Federal Reserve). 
www.federalreserve.gov/releases/z1/current/z1.pdf 
ECB (2015b) Euro Area Accounts (Frankfurt am Main: European Central Bank). Available at 
https://www.ecb.europa.eu/stats/acc/html/index.en.html 
Bank of Japan (2015b) Overview of Japan, US, and the Euro area (Tokyo: Bank of Japan). Available at 
https://www.boj.or.jp/en/statistics/sj/sjhiq.pdf  
52 The financial jargon may be misleading for non-experts. The distinction between public and private 
companies here does not refer to the former being owned by the state or any public administration but to 
being able to offer financial instruments to small private investors or not. 
53 FED (2015a) Survey of Consumer Finances (Washington DC: Federal Reserve). Available at 
http://www.federalreserve.gov/econresdata/scf/scfindex.htm  
54 Tajikistan, Haiti, Comoros, Nepal, Liberia, Gambia, the Togo and Bangladesh. 
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period 2000-201355,and remittances have since 2010 become the most important source of financial 
flows to Africa. At the aggregate level, net remittances to impoverished countries have totalled 
around 190 milliard USD in the same period. Regarding illicit flows favoured by unsupervised 
financial channels (tax havens, hawala and virtual currencies) independent experts valued their 
volume originating in developing countries at roughly 1 billion USD in 2012.56 Besides that, private 
financial wealth invested virtually tax-free in offshore financial centres is estimated to be around 
30%- 50% of global GDP.57 

 
2.3.2 Governments 

Governments are typically deficit economic units, hence assuming the financial role of a borrower, 
even in the positive years of the economic cycle (left side of Figure 2). The government’s role in the 
financial system is particularly complex. It sets the playing field for the financial industry and its rules 
and is in charge of supervision of the financial system (see section 3.1), but as a DEU the sovereign is 
also a main issuer of financial instruments. Around half of the bonds issued in Europe in the decade 
2000-2010 were public debt. On top of that, creditworthy governments issue so-considered risk-free 
investment instruments, thus setting the risk-free interest rate and issue long-term bonds (30 years 
maturity or even perpetual). Issuance of debt is usually related to running fiscal deficits but even in 
the case in which a government has a surplus, large seasonal fluctuation in tax payments and other 
fiscal revenues may make it necessary to borrow money from the financial markets. Less frequently, 
some governments (e.g. Kuwait, the United Arab Emirates and Norway) run surpluses for long 
periods of time and may even take an investor position in the financial markets through sovereign 
wealth funds (SWF), that is, state-owned investment funds that invest actively in the global financial 
markets (equity, bonds, real estate, precious metals, and other). 

2.3.3 Non-financial companies 

Non-financial companies are typically DEUs and raise funding mainly via three channels: loans 
(granted by deposit institutions or by other financial intermediaries); debt securities (commercial 
paper or mid- and long-term bonds); and equity (listed or unlisted shares). The four largest 
developed economies (US, euro area, Japan, UK) accumulated around 108 billion USD in non-
financial companies’ liabilities and equity at the end of 2014, representing 1.4 times global GDP (57% 
of equity, 43% of debt). American companies tend to be larger than Japanese or European 
companies; another difference is that in the US the equity component is far more significant, as is 
also the case for debt instruments. Equity includes both shares of listed companies and shares of 
non-quoted companies (private equity). In Europe, between 55% and 75% of equity, depending on 
the year, corresponds to non-listed companies.  

                                                           
55 World Bank (2015) Annual Remittances Data (Washington DC: World Bank). Available at 
http://econ.worldbank.org/WBSITE/EXTERNAL/EXTDEC/EXTDECPROSPECTS/0,,contentMDK:22759429~pagePK:
64165401~piPK:64165026~theSitePK:476883,00.html#Remittances 
56 Kar, Dev and Joseph Spanjers (2014: 23) Illicit Financial Flows from Developing Countries: 2003-2012 
(Washington DC: Global Financial Integrity) 
57 Henry, James S. (2012: 8) The Price of Offshore Revisited (London: Tax Justice Network)  
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     As with households, there are wide differences among non-financial companies. Large firms tend 
to experience a more accommodating attitude towards lending by financial institutions than Small 
and Medium Enterprises (SMEs); according to central bank surveys, this is a shared perception across 
the main developed economies.58 Smaller companies face tighter financial constraints as they have 
little access to alternative funding options while medium and large companies are sufficiently large 
to participate in the capital markets. Although non-financial companies tend to be in need of 
borrowing capital from other sectors most of the time, during the financial and economic crisis non-
financial companies behaved as net lenders to others in the euro area. With a depressed economy in 
most advanced regions that left production below potential there was little need to raise funds for 
investment (at the aggregate level). In fact, euro area non-financial companies are currently 
accumulating a large amount of idle cash: deposits have increased as a fraction of their balance sheet 
from less than 6% in the period 1999-2001 to more than 7.5% in 2011-2014.59 

2.3.4 Banks 

Section 2.2.2 has provided figures for the US and euro zone banking sector but there also a number 
of alternative types of banks. Co-operative banks and ethical banks with a non-standard business 
model  of  ‘people,  planet,  profit’ are still relatively small, with total assets of 7.3 billion euros in the 
European Union alone (as of the end of 2012).60 Islamic banks held assets valued at 1.8 billion USD at 
the end of 2013.61  

2.3.5 Insurance companies and pension funds 

Insurance companies and pension funds in the US, Japan and the euro area accrued a total of 41 
billion USD in assets at the end of 2014. This sector accounted for 18% of total financial assets and 
88% of GDP in the 25 jurisdictions analyzed in the Global Shadow Banking Monitoring Report.62 
Besides, insurance companies and pension funds have become significant actors in credit 
intermediation in the past years by extending their activities to lending, traditionally performed by 
banks. In Europe this sector has gained in size since the outbreak of the financial crisis, from 6 billion 
EUR in assets in 2008 to roughly 9 billion EUR at the end of 2014.63In terms of funding, the 
shareholders of insurance companies and the beneficiaries of pension funds account for 6% of the 
total balance sheet. 85% of the funding corresponds to the technical reserves these institutions are 
required to accumulate; hence, only 3% of the funding is linked to loans and an additional 4% to debt 
                                                           
58 ECB (2015:19) Survey on the Access to Finance of Enterprises- June 15 (Frankfurt am Main: European Central 
Bank). Available at  www.ecb.europa.eu/pub/pdf/other/SAFE_website_report_2014H2.en.pdf  
59 Eurostat. Available at http://ec.europa.eu/eurostat/web/sector-accounts  
60 EACB (2013: 32) Annual Report (Brussels: European Association of Co-operative Banks). Available at 
www.eacb.coop/en/publications.html?cat=4  
61 EY (2014: 5) World Islamic Banking Competitiveness Report 2013-14. Available at www.ey.com/ 
IFSB (2014) Islamic Financial Services Stability Report 2014 (Kuala-Lumpur: Islamic Financial Services Board). 
Available at www.ifsb.org/docs/2014-05-06_IFSI%20Stability%20Report%202014%20(Final).pdf  
62 FSB (2014) Global Shadow Banking Monitoring Report 2014 (Basel: Financial Stability Board). Available at 
www.financialstabilityboard.org/wp-content/uploads/r_141030.pdf 
FSB (2014b) Data Underlying the Global Shadow Banking Monitoring Report 2014 (Basel: Financial Stability 
Board). Available at  www.financialstabilityboard.org/wp-content/uploads/sb_monitoring_dataset.pdf 
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issuances and other liabilities and the risk exposure linked to leverage is quite low. Similar figures can 
be found in Japan and the US.64 
 

2.3.6 Investment funds and asset management 

Since the beginning of the crisis, investment funds have increased continuously, from assets worth 20 
billion USD at the end of 2008 to 34.35 billion USD at the end of 2014.65 The industry is heavily 
concentrated in some nations: more than half of assets belong to funds domiciled in the US while 
another 28.2% are held in the European Union. It is also quite concentrated in terms of managerial 
staff: the top 15 managers in the euro area control investment funds with assets over 2.1 billion EUR. 
The asset management industry managed around 35 billion USD at the end of 2013.66 The world’s  
largest market for asset managers is the US, where approximately 46% of global assets are under 
management. The European Union ranks second, with one third of the global industry at the end of 
2013 (most of it in the UK). The European asset management industry works mainly for institutional 
clients (74% of the asset base) among which insurance companies and pension funds account for 
39% and 33% respectively. The relevance of this industry in terms of how much financial resources 
they channel to the markets is noteworthy.   According   to   EFAMA,   ‘European asset managers held 
23% of the debt securities issued by euro area sectors at end 2013, and 42% of the value of the free 
float of euro area listed firms’.67  
 

2.3.7 International financial institutions 

International Financial Institutions (IFIs) also channel financial flows between countries. The size of 
the  IMF’s  and  the  World  Bank’s  financial assistance amounts to 376 milliard USD in credits and loans 
at the end of 2014.68 The World Bank is highly active in the international bond markets in order to 

                                                           
64 EIOPA (2013) Opinion of 28 February 2013 on Supervisory Response to a Prolonged Low Interest Rate 
Environment (Frankfurt am Main: European Insurance and Occupational Pensions Authority). Available at 
eiopa.europa.eu/Publications/Opinions/EIOPA_Opinion_on_a_prolonged_low_interest_rate_environment.pdf  
Bank of Japan (2015a) Financial System Report- April 2015 (Tokyo: Bank of Japan). Available at 
www.boj.or.jp/en/research/brp/fsr/fsr150422.htm   
FED (2015b) Financial Accounts of the United States, Fourth Quarter 2014 (Washington DC: Federal Reserve). 
www.federalreserve.gov/releases/z1/current/z1.pdf 
65 IIFA (2015) International Statistical Release (Worldwide Investment Fund Assets and Flow: Trends in the 
Fourth Quarter 2014 (Toronto: International Investment Funds Association). Available at 
www.efama.org/Publications/Statistics/International/Quarterly%20%20International/International%20Statistic
al%20Release%202014%20Q4.pdf  
EFAMA (2015) Trends in the European Investment Fund Industry. Assets and Flows in the Fourth Quarter of 
2014 (Brussels: European Funds and Asset Management Association). Available at 
www.efama.org/Publications/Statistics/Quarterly/Quarterly%20Statistical%20Reports/260311_Quarterly%20St
atistical%20Release%20Q4%202014.pdf  
66 McKinsey (2014): The Trillion-Dollar Convergence: Capturing the next wave of Growth in Alternative 
Investments, McKinsey & Company. Available at  
http://www.mckinsey.com/client_service/financial_services/latest_thinking/wealth_and_asset_management  
67 EFAMA (2015b) Asset Management in Europe - 8th Annual Review (Brussels: European Funds and Asset 
Management Association). Available at www.efama.org/Pages/EFAMA's-Asset-Management-Report-2014.aspx 
68 IMF (2015): Annual Report 2014 (Washington DC: International Monetary Fund). Available at 
https://www.imf.org/external/pubs/cat/longres.aspx?sk=41824.0  
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raise funding (in 2014 alone the Bank raised 51 milliard USD). Other multilateral development banks 
hold around 230 milliard USD in loans at the end of 2014 and 170 milliard USD in other assets.69 In 
the EU two new institutions have raised funds for providing financial assistance to euro area 
countries in need: the European Financial Stability Facility (EFSF, a temporary facility) and 
the European Stability Mechanism (ESM, with a permanent mission) have lent over 220 milliard EUR 
since 2010.70 Since 2012 the ESM is the only mechanism to respond to requests for financial 
assistance by euro area member states. Disbursements are conditional on the fulfilment of clauses 
stated in a Memorandum of Understanding signed by the applicant country. The ESM will under 
certain circumstances be allowed to directly lend money to, or take equity stakes in, euro area 
financial institutions under financial stress. It may also participate in the secondary market of ESM 
members’  public  debt in order to keep interest rates low and may even intervene in primary markets, 
purchasing public debt directly from the issuers in auctions or in other ways (see also section 3.1). 
  

2.3.8 Central banks 

Finally, the actions of central banks in the operation of the financial system also entail significant 
financial flows. In normal times, central banks manage the money supply in order to control inflation 
(and, in some countries, achieve full employment). The monetary aggregate providing the   ECB’s  
benchmark is M3, which includes a number of instruments besides cash (see 2.1.3). The monetary 
base (banknotes and coins) only accounts for 8%-9% of M3 in the euro area.71 The main component 
of the money supply (around 80%) is given by deposits at credit institutions. Other securities that can 
be used as a means of payment, or that are highly liquid, are also components of this broad 
definition of money (commercial paper, units in money market funds, repos: around 10%-12% of 
M3). The role of monetary policy in securing financial circulation will be expanded on in 3.2.  

From this survey of global financial flows it can be seen that some of the largest flows occur between 
financial institutions themselves, rather than channelling surplus savings to deficit units (although 
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70 ESM (2014): 2013 Annual Report (Luxembourg: European Stability Mechanism). Available at 
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money may be transferred from those financial institutions with excessive deposits to those with 
excessive demand for loans). Apart from these, money flows from households to governments and 
non-financial companies (liabilities of companies are similar to household assets) as well as between 
countries, although these are smaller than flows from households to companies (via banks and 
others). 
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3. Factors and mechanisms of securing circulation 

As the previous section has shown the main objects of financial circulation are securities with various 
risk-return trade-offs, intended to transform savings into investment and growth. Sections 3 and 4 
will now draw out and examine the different mechanisms and factors underpinning secure financial 
circulation in more detail. Section 3 will outline the various factors and mechanisms involved in the 
financial side of securing circulation. Section 4 will then present governing mechanisms motivated in 
the name of political security such as financial surveillance, although surveillance also entails a 
financial side.  

3.1    Financial regulation and financial stability 
 
As Amicelle notes, ‘the   overused   notion   of   ‘deregulation’   in   the   field   of   finance   does   not   mean  
absence of rules, although the ambiguity of the term might seem to suggest that capitalism has been 
without  regulation  since  the  start  of  the  ‘neoliberal  turn’  in  the  1980s.’72 Rather the implementation 
of prudential policies such as Basel I and II implies a specific mode of risk-based regulation. 
Prudential supervision as risk-based regulation blurs the distinction between regulators and 
regulated actors in an ideal   of   ‘monitored self-regulation’.73 Although the financial system relies 
largely on ‘market discipline’ to constrain leverage and risk-taking by financial firms, it is 
supplemented by prudential oversight when government guarantees (such as deposit insurance) or 
risks to general financial stability are involved. Financial stability is governed through the 
standardisation, transparency and prudential oversight by national and supranational bodies on the 
one hand, and regulated through monetary policy by national and supranational central banks on the 
other (see section 3.2). In the wake of the GFC, an awareness of the fundamental lack of 
understanding system-wide risk has induced a shift from a micro approach to financial regulation and 
supervision to a new paradigm of macroprudential regulation. Macro-prudential regulation is defined 
as ‘a policy that uses primarily prudential tools to limit systemic or system-wide financial risk, thereby 
limiting the incidence of disruptions in the provision of the financial services that can have serious 
consequences for the real economy’.74 A systemic orientation of regulation focuses on the aggregate 
behaviour of the system instead of focusing on individual institutions and applies targeted rules to 
reduce instability across the financial system. Helbing defines  systemic  risk  as  ‘the risk of having not 
just statistically independent failures, but interdependent, so-called cascading failures in a network of 
interconnected   system   components’.75 The following will provide a more detailed overview of the 
different elements of financial regulation with particular emphasis on regulatory measures and tools 
introduced since 2008. 
 

                                                           
72 Amicelle, Anthony (2011: 165)  Towards  A  ‘New’  Political  Anatomy  of  Financial  Surveillance,  Security Dialogue 
42(2) 
73 Amicelle (2011: 166) 
74 FSB, IMF and BIS (2011) Macroprudential Policy Tools and Framework – Progress Report to G20. Available at 
http://www.bis.org/publ/othp17.html  
75 Helbing, Dirk (2013: 51) Globally Networked Risk And How to Respond. Nature 497: 51-59 
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3.1.1 Deposit insurance 

Deposit insurance was first introduced in the US in the wake of the Great Depression with the 
purpose to reduce the type of distrust that had sparked bank runs in the 1930s. It entails protection 
offered by a government agency to depositors against risk of loss arising from failure of a bank or 
other depository institution. Deposit insurance usually applies to retail customers, sometimes 
including small or medium sized enterprises (SMEs) but not big wholesale customers and interbank 
lending where potential loss is expected to be mitigated through risk management. It is mandatory 
for all nationally or federally-chartered banks and savings institutions and financed from a pool of 
funds to which every depository institution regularly contributes. As of 31 January 2014, 113 
jurisdictions have instituted some form of explicit deposit insurance up from 12 in 1974, while 
another 40 jurisdictions are considering the implementation of an explicit deposit insurance 
system.76 
    In the US, the government agency in charge is the Federal Deposit Insurance Corporation (FDIC). 
Deposit insurance covers a fixed amount per account holder (e.g. in 2009 the maximum was 250,000 
USD). The FDIC could not be depleted because it could borrow from the Treasury Department but 
large losses would mean higher premiums for the remaining banks in the following years. Under the 
Dodd-Frank Act, the FDIC allowed temporary unlimited deposit insurance until the end 2012 on non-
interest bearing transaction accounts to prevent bank runs during the GFC. In the EU, Directive 
94/19/EC of the European Parliament and of the Council of 30 May 1994 on deposit-guarantee 
schemes required all member states to have a deposit guarantee scheme for at least 90% of the 
deposited amount, up to at least 20,000 EUR per person. In October 2008, the Ecofin77 meeting of EU 
ministers of finance agreed to increase the minimum amount to 50,000 EUR. The increased amount 
followed Ireland's move in September 2008, to raise its deposit insurance to an unlimited amount. 
Many other EU countries, starting with the UK, reacted by extending their limit as well to avoid the 
transfer of savings to Irish banks, and in 2014 the European parliament and Council recommended 
protecting bank deposits up to 100.000 EUR.78 In June 2015, an EU report signed by European 
Commission President Jean-Claude Juncker and ECB chief Mario Draghi proposed a European Deposit 
Insurance Scheme to complement existing national schemes by mid-2017,79funded by credit 
institutions and intended to prevent European taxpayers from being forced to rescue banks as 
happened after the GFC in 2008. This re-insurance scheme would hold in addition to the bank bailout 
facility of the Single Resolution Fund (SRF). The report proposes changes to the SRF so that it could 
benefit from a backstop provided by the 500-billion EUR euro zone bailout fund (the European 
Stability Mechanism (ESM)) until 2024, when the SRF target capital of 55 billion euros is expected to 
be fully covered by banks.80 The ESM would provide emergency loans to the SRF in case its capital 
proved insufficient to bail out a bank. Banks are expected to repay the loans. The proposal is an 

                                                           
76 http://www.iadi.org/di.aspx 
77 The Ecofin Council is made up of the economics and finance ministers from all member states, including 
relevant European Commissioners. 
78 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32014L0049 
79 http://www.reuters.com/article/2015/06/21/eurozone-greece-reform-banks-idUSL8N0Z70OB20150621 
80 Ibid. 
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attempt  to  ‘break a vicious circle seen in the crisis when cash-strapped states bailed out weak banks, 
which were in turn heavy buyers of that government's bonds as they fell in value’.81  

3.1.2 Institutional governance 

Banking supervision plays a vital role in determining systemic risks within the financial system. In the 
US, the Dodd-Frank Wall Street Reform established the Financial Stability Oversight Council (FSOC). 
Its task is to monitor the system and identify systemic risk. On an operational level, the council has 
the authority to respond to these risks in order to maintain a functioning financial system. The FSOC 
also holds the authority to regulate non-bank financial companies, recognizing that systemic risk may 
arise from the shadow banking sector.82 The FSOC announced that it would determine if institutions 
are systemically important using six main criteria: size, leverage, interconnectedness, liquidity risk and 
maturity mismatch, existing regulatory scrutiny and lack of substitutes for the financial services the 
institute provides. A second task of the FSOC is promoting market discipline. It can propose stronger 
regulation and compliance guidelines on single nodes of the network in an attempt to end the too big 
to fail era. In Europe, the supervision over the largest banks was transferred to the ECB in 2014 
where they are now being monitored under a single supervisory mechanism (SSM).83 In addition, the 
ECB implemented the single resolution mechanism (SRM) for the orderly resolution of bank 
bankruptcies.84 This provides a first solution to the problem of resolving failures within the financial 
system, even though the SRM has been criticized for a lack of capital.85 
   In the aftermath of the financial crisis, the Basel Committee of Banking Supervision (BCBS) entered 
on a program of substantially revising its existing capital adequacy guidelines. The resultant 
framework is termed Basel III and the G20 approved the new capital and liquidity requirements at 
their November 2010 summit in Seoul.86 Two major goals are at the core of the Basel III regulation: 1) 
to  improve  the  banking  sector’s  ability  to  absorb  shocks  arising  from  financial  and  economic  stress,  
which in turn, would reduce the risk of a spillover from the financial sector to the real economy and 
2) to strengthen global capital and liquidity regulation with the goal of promoting a more resilient 
banking sector. The enhanced capital and liquidity buffers, together with the focus on enhanced risk 
management standards and capability, are expected to lead to reduced risk of individual bank 
failures and reduced interconnectivity between institutions. While it is too early for a detailed 
analysis of the proposed changes, for the purpose of this report it can be noted that the BCBS clearly 
set a systematic approach to financial stability as the priority objective. 

3.1.3 Systemically important financial institutions  

Systemically important financial institutions (SIFIs) have received attention from both the Basel 
Committee and the Financial Stability Board (FSB). At the moment, 29 banks have been classified as 

                                                           
81 Ibid. 
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SIFIs, reflecting the belief that they are so large, interconnected and dominant in important spheres 
of finance that they cannot be allowed to fail in a disorderly way.87Another argument for the official 
support of these firms is that the dynamics arising from a failure are highly uncertain and might bear 
enormous costs. SIFI and the term too big to fail haven often been used as synonyms, describing the 
type of banks that are likely to be saved by governments, leading to a strong moral hazard issue since 
banks might be incentivized to take on additional risk. One issue that has not been tackled by 
labeling SIFIs lies in understanding the direct factors that endow institutions with the potential to 
threaten systemic stability in the first place. In economic terms, why does this kind of network 
structure appear if it is not optimal on an aggregate level? A number of proposals for structural 
changes have been made to reduce the systemic fallout from a SIFI failure. The Volcker rule in the 
United States, the Liikanen proposals in Europe and the Vickers proposals in the United Kingdom are 
among the best known.88 These proposals all acknowledge that problems seem to most probably 
arise in the investment arm of a bank and that some of these activities should be ring-fenced.  How 
such measures are applied and how effective they could be needs yet to be proven.89 If different 
jurisdictions were to implement Basel III in different ways, issues that showed under Basel I and Basel 
II with respect to international regulatory arbitrage may continue to disrupt the overall stability of 
the financial system. Also, stricter capital and liquidity requirements might drive smaller banks out of 
the market through competition, making the important nodes even bigger. Even though the Basel 
Committee requires SIFIs to have higher risk-weighted capital ratios, the size of the surcharge seems 
far too small to offset the expected costs should a SIFI fail in a disorderly way.90In addition, weighted 
capital ratios are still being calculated by rating agencies, using a standardized approach. The poor 
quality of some of these ratings was revealed in the crisis of 2008, when rating agencies completely 
miscalculated risks associated with mortgage-backed securities (see section 3.4). 

3.1.4 Interlinkages 

A highly interconnected banking network through excessive inter-bank lending (cf. section 2) and 
uncertainty about the likelihood of the solvency of other banks were among the main drivers of the 
meltdown in 2008. Once a certain threshold was reached, the interbank market dried up 
immediately, which led to a series of cascading bankruptcies. As pointed out in a working paper by 
the European Central Bank, the key friction is counterparty risk, amplified by asymmetric 
information.91 While banks, as maturity transformers, follow a short-term strategy to close their 
liquidity gaps they face long-term commitments on the lending side. The short-term commitments 
create a highly volatile structure based on mutual trust and as soon as trust evaporates the structure 
tends to collapse.92The fundamental problem of this issue is that interbank lending constitutes a key 
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92  Ibid. 
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component of an efficient financial system despite not transferring surplus funds to economic deficit 
agents directly. The transfer of money from those with excessive deposits to those with excessive 
demand for loans is beneficial in systemic terms also at bank level, but it leads to the difficult task of 
identifying the point at which the marginal surplus in efficiency through interbank lending is smaller 
than the marginal possible costs through interconnected systemic risks. Another positive effect 
associated with interbank lending, is that of efficient peer-monitoring. Banks assess the credibility of 
their peers in order to conduct interbank lending activities. This is thought to be an effective 
mechanism for displaying risky banks and an incentive for these banks to lower their risk.  Another 
problem arises from the vast amounts of cross-border lending.  Recent work by Bruno and Shin has 
shown that cross-border exposures are one of the key channels of credit bubble spreading.93  

3.1.5 Countercyclical measures 

Would a leaning against the wind of the upswing of the financial market be efficient?  
In order to answer this question policymakers require more insight into the cycle of boom and bust. 
Macro-prudential tools should, for example, reflect the inherent asymmetry of long and slow 
upswings and abrupt and violent downturns of the financial cycle. Another issue is to determine 
when to conduct countercyclical measures: engaging too early might threaten economic growth 
through a decline in lending, whereas engaging too late might lead to an imprudent amount of 
systemic risk. The Basel Committee has proposed a credit-to-GDP ratio to better manage this task.94 
Once a certain threshold is reached, countercyclical measures should be taken.95 Loan-to-value (LTV) 
and debt-to-income (DTI) ratios have proven to be very effective tools to mitigate mortgage bubbles. 
Furthermore, the exact order and combination of macro-prudential tools needs to be thoroughly 
elaborated. Conclusions might be country-specific, reflecting different institutional structures and 
preferences.  
   A further problem that threatens the efficiency of macro-prudential regulation arises from the fact 
that regulation that forces financial agents to behave in the same way may exacerbate systemic 
problems. In complex adaptive systems, all policy actions have unintended and potentially 
undesirable consequences. Macro-prudential tools that are primarily designed to increase the 
resilience of financial institutions or markets will also affect the incentives and behavior of financial 
market participants. The transmission channels of macro-prudential tools play a significant role and 
will be addressed below.       

3.1.6 Regulating shadow banking 

Shadow banks conduct maturity transformation through short-term wholesale funding of long-term 
capital needs. This maturity transformation perfectly exemplifies the amount of risk that these 
institutions take on. Certain short-term shadow banking activities, such as repo lending can create 
the equivalent of bank runs, as seen in 2008. From a theoretical and historical perspective the growth 
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94 http://www.bis.org/publ/bcbs172.pdf (see Annex 2 of the source quoted) 
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of the shadow banking sector, or other unregulated institutions in the financial markets, can be 
interpreted   as   market   participants’   reaction   to   re-regulate this market. Cycles of regulation and 
deregulations have been observed since the beginning of the 20th century and are typically linked to 
perceived situations of crisis.96  
   The Dodd-Frank Act has put great stock in the idea of improving the disclosure of shadow banks.97 
First, it aims to set standardized rules for products, similar to those implemented in the regulated 
forward and futures markets. Such standardization however might inadvertently increase systemic 
risk by concentrating derivatives exposures at the clearinghouse level. Secondly, it attempts to 
reduce information failures. Sellers of securitization products must maintain a minimum unhedged 
position in each class of securities, and thereby connect their performance to a monetary gain or 
loss. Because the financial market is so tremendously interconnected, the shadow banking system 
provides a possibility for regulatory arbitrage, as mentioned in section 2.2.3. Therefore, increasing 
bank regulation will almost certainly increase the demand for shadow banking services. The financial 
market, deregulated in the beginning of the neo-liberal era of Reagan and Thatcher, is one big 
market and it is impossible to regulate only one sphere of it. Complexity in shadow banking systems 
forced agents to act without completely understanding their own actions. Therefore, transparency 
within the system plays a pivotal role and might be achieved through the reintroduction of regulatory 
measures.  

3.1.7 Outlook on post-crisis regulation 

There has thus been a sizable international effort to implement macro-prudential regulation at a 
variety of levels. The EU, UK and US have redefined their banking supervision, providing the 
responsible institutions with a wide range of tools. In Europe, the Single Supervisory Mechanism can 
be viewed as a first step towards a banking union, which might further increase financial resilience. 
However, all of these efforts need to be coordinated on an international basis to counteract the 
existing cross-border arbitrage possibilities. As with all regulation, the challenge lies in 
implementation. In the US, due to massive lobbying efforts, it has been argued that many details of 
Dodd-Frank have been softened to an extent where they barely distinguish themselves from already 
existing law.98This exemplifies the never-ending game of regulating and dodging these same 
regulations by policymakers and the banking industry. 
   A recent IMF paper99 acknowledges the steps taken so far with macro-prudential regulation but 
points towards issues that require further research. This includes better calibration tools and a better 
understanding of the macro-prudential transmission channel, resolving governance issues, a strong 
call for international standards to prevent cross-border arbitrage and flexible tools that allow faster 
policy action (a political and legal problem). The IMF further calls for a better understanding of 

                                                           
96 See for example the case of the savings and loan crisis in the US in the 1980s (Curry, Timothy and Shibut, 
Lynn (2000). The Cost of the Savings and Loan Crisis: Truth and Consequences. FDIC Banking Review 13(2), 26-
35) 
97 http://www.newyorkfed.org/research/staff_reports/sr533.pdf  
98http://www.nytimes.com/2015/01/14/business/economy/in-new-congress-wall-st-pushes-to-undermine-
dodd-frank-reform.html?_r=0  
99International Monetary Fund (2013). Key Aspects of Macroprudential Policy. IMF. Available at: 
http://www.imf.org/external/np/pp/eng/2013/061013b.pdf  
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system design in order to implement early warning systems and threshold breaks.  A range of further 
current research however seems to assume that the regulatory efforts introduced so far may fall 
short of effecting financial stability in a sustainable manner and explicitly addresses the financial 
system as a complex network. Helbing100 suggests several measures as effective responses to globally 
networked risks: controlling the system size; built in breaking points; introducing frictional effects 
when close to a tipping point (regime change) and early warning systems. Battiston et al101propose a 
new metric called DebtRank that similar to the website ranking algorithm PageRank and other 
feedback  centrality  measures  ‘takes into account recursively  all  the  paths  in  the  network’.102 The aim 
of the authors is to move the discussion of too big to fail to include the aspect of too central to fail. 
Delpini et al103 study the controllability of complex networks and come to the conclusion that in 
order to control systems, flexible measures are needed. Another approach to financial resilience is 
that of effective incentive systems: Helbing104argued that this problem can neither be solved by the 
traditional top-down approach of financial regulation nor by a sole bottom-up approach (due to a 
lack of cooperation  of  individuals  in  prisoner’s dilemma type of constellations). He makes the call for 
a new, data-driven meso-approach to regulation. This research is still at an early stage but contains 
very interesting ideas, which need to be tested in the near future. A recent paper by Aikman et al105 
discusses the effectivity of tackling complex systems with complex regulation approaches and 
concludes that the best answer to complexity may be an approach based on simple heuristics.  
    While regulatory paradigms of complexity and resilience of the financial system are generally 
based on an assumption of Knightian uncertainty and related problems of decision-making (see 
D5.1), research coming from the Risk Center at ETH Zürich opposes the assumption of uncertainty.106 
Didier Sornette and others have studied financial bubbles and crises for some time and propose that 
with the help of sophisticated statistical tools, it might become possible to predict financial markets 
well enough to counter-steer them. This pocket of predictability is still discussed in science and poses 
the problem of a self-fulfilling prophecy.107 
    Concluding, it can be noted that the macro-prudential approach to financial regulation introduced 
since 2008 is moving toward a paradigm of financial resilience under complexity. A variety of issues 
remain however unresolved. The changes introduced reflect tighter regulation but do not introduce 
the kind of flexible approach that would be needed to sustainably ensure resilience of the financial 
system. Market crashes dramatically exemplify the spontaneous emergence of extreme events in 
self-optimizing systems and therefore need to be handled with flexible, fast permitted tools. These 
are hard to implement in the European legal and political system and may face strong public 

                                                           
100 Helbing (2013) 
101 Battiston, Stefano et al (2012) DebtRank: Too Central to Fail? Financial Networks, the FED and Systemic Risk. 
Nature, Scientific Reports 2(541) 
102 Battiston, Stefano et al (2012: X) 
103 Delpini, Danilo et al (2013) Evolution of Controllability in Interbank Networks. Nature, Scientific Reports 
3(1626) 
104 Helbing (2013) 
105 Aikman, David et al (2014) Taking Uncertainty Seriously: Simplicity vs Complexity in Financial Regulation. 
Bank of England, Financial Stability Paper No. 28, May 
106 Compare also the field of security economics (See D5.1, 3.3.4). 
107 See Sornette, Didier (2008). Interdisciplinarity in Socio-Economics, Mathematical Analytics and Predictability 
of Complex Systems. Sociological Economic Review 6, 27-38 
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opposition since they give policymakers tremendous possibilities to interfere with markets. While 
macro-prudential regulation seems to be a first step in the right direction, the basic assumption 
though remains still to be proven: namely whether a financial system under the given economic 
conditions can develop, grow and be sustained over time without major crises or whether such crises 
are a constitutive feature of contemporary financial markets. 

3.2    Monetary policy 
 

3.2.1 Central bank mandates 
 
Central Banks are responsible for promoting the stability of the financial system, the supervision and 
regulation of banks, the issuance of legal tender currency and the conduction of monetary policy. 
Monetary policy involves the management of liquidity, that is, control of the size and growth of the 
money supply (credit, cash, checks and money market mutual funds). The conduction of monetary 
policy depends on the specific mandate of the central bank, reflecting different historical conditions 
and national characteristics.108 Both the Eurosystem and the US Fed are federal central bank systems. 
In Europe, the institutional arrangements for the conduct of monetary policy in Economic and 
Monetary Union (EMU) are contained in the Maastricht Treaty. The Treaty, which entered into force 
in November 1993, provides the legal basis for the formation of the European System of Central 
Banks (ESCB) which comprises the ECB and the national central banks of the 25 EU member state and 
posits price stability as the primary objective of monetary policy. Price stability is defined as a yearly 
increase in consumer prices for the euro area of below 2%. The Bank of England also targets an 
inflation rate of 2%. The US Federal Reserve on the other hand pursues a multiple-objective mandate 
promoting the goals of maximum employment, stable prices and moderate long-term interest rates. 
Although the US Congress has not assigned an explicit mandate to pursue low inflation, the Fed has 
been seen to assign an at least implicit ranking of its goals favoring low inflation, but it does not 
quantify its definition of price stability. These partial differences have moreover been reduced in 
recent decades by greater independence, transparency and the adoption of monetary policy 
committees, so that there is no significant difference in terms of monetary policy implementation.109 

3.2.2 Monetary policy tools 

The main tool of monetary policy is modifying the amount of base money in circulation, that is, 
reserves held by banks at the central bank plus currency circulating in the public (the total money 
supply includes in addition non-bank deposits with commercial banks). By changing the monetary 
base, central banks affect the total money supply through the money multiplier ratio, that is, the 
amount of new money banks create from existing deposits (see section 2.2.2). To affect the overall 
amount of money in circulation it is thus necessary to influence the behaviour of banks and other 
private agents concerning bank deposits and credit. If the objective is to increase the amount of 
deposits, the interest rate should be cut so that households and companies borrow more and more 
                                                           
108 Gerdesmeier, Dieter et al (2007: 5) The Eurosystem, the US Federal Reserve and the Bank of Japan: 
Similarities and Differences. ECB Eurosystem Working Paper Series No. 742. Available at 
https://www.ecb.europa.eu/pub/pdf/scpwps/ecbwp742.pdf 
109 Gerdesmeier et al (2007: 4) 
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deposits are created. If the objective is to tighten the amount of money, interest rates should be 
increased in order to discourage borrowing. Hence, if the objective is to fight high inflation levels in 
an overheated economy, the central bank will increase interest rates, while if the objective is to 
reduce unemployment, the central bank will decrease rates in the hope that easing credit conditions 
will induce businesses to expand. Central banks target interest rates through open market operations 
(OMO), that is, the buying and selling of government securities in the open market in order to 
expand or contract the amount of money in the banking system. Purchases inject money into the 
banking system and stimulate growth (expansionary monetary policy) while sales of securities reduce 
or reverse the growth of the money supply (contractionary monetary policy). The first variables to be 
affected by central bank decisions on the target interest rate are interbank interest rates and 
expectations. Both influence market interest rates, hence provoking changes in the amount of credit 
(and, correspondingly, in money), the value of assets, and the value of the currency. In a further step, 
wage setting patterns may be influenced following from the impact the demand and supply for goods 
and services. These changes affect price developments and may result in controlled inflation (the 
objective) or inappropriate inflation rate values.  

3.2.3 Lender of last resort 

Apart from regulating the money supply, central banks perform the role of lender of last resort,   
both to protect individuals who have deposited funds and to prevent panic withdrawing from banks 
with temporarily limited liquidity. Commercial banks usually try to avoid borrowing from the lender 
of last resort because such action indicates that the bank is experiencing financial crisis.   
Critics of the lender-of-last-resort function suspect that the safety it provides inadvertently tempts 
qualifying institutions to acquire more risk than prudent, since the safety provided by a central bank 
rescue may be perceived as a basis for higher risk-taking (i.e. a form of moral hazard). The rationale 
behind the contested function of lender of last resort is to maintain confidence in the banking 
system, keep institutions liquid and pre-empt contagion of crisis through the networked financial 
infrastructure. In particular ‘too  big  to  fail’ and  ‘too  central  to  fail’ institutions are said to command 
an implicit guarantee of safety through last resort lending, amounting to a counterproductive 
incentive to take on excessive risk, as discussed in section 3.1.3 with regard to SIFIs.  

3.2.4 Unconventional monetary policy 

The central bank strategy of purchasing government securities in order to lower interest rates and 
increase the money supply to promote lending and liquidity loses effectiveness when interest rates 
approach zero. Quantitative easing (QE) seeks to stimulate growth and combat deflation by targeting 
commercial bank and private sector assets directly. To increase the amount of money available for 
lending, the central bank issues new money and uses it to purchase assets from banks, so that the 
cash received by banks as payment can be used for loans. Although also known in the media as 
‘printing   money’,   QE   does   not   in   fact   involve printing money literally but creates money by 
electronically crediting bank accounts. Increased borrowing theoretically increases investment and 
spending and thus stimulates growth. Both the US Fed and the Bank of England engaged in several 
phases of QE in order to stimulate the economy in 2008 and 2009 respectively. While the ECB is by 
European law prohibited from employing QE, it announced in 2014 that QE would not be ruled out as 
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a means to combat persistent deflation in the Eurozone.110 The central bank purchase of commercial 
bank assets can infer risk onto its balance sheets, for example when the assets purchased are 
mortgage-based securities. The appropriate degree of balance sheet expansion is controversial. Singh 
and Stella111 hold that QE may not have sufficiently substituted for losses in financial collateral and 
suggest that the setting of monetary policy needs to take into account the state of the pledged 
collateral market. The authors demand qualitative easing instead, such as substituting bank deposits 
at  the  central  bank  and  ‘good’  collateral  for  liquid  assets.112 

3.3    Collateral 
 
Collateral designates the property that a borrower pledges as security for the loan and as such 
constitutes the oldest financial meaning of security (see D5.1, 1.1.1). The debtor retains ownership of 
the collateral, but the creditor has the right to seize possession if the debtor defaults. A common 
example occurs when a debtor enters into a mortgage contract, in which the debtor's house, also 
termed the security interest, functions as collateral until the mortgage loan is repaid. The pledging of 
collateral to secure a debt is also known as an act of hypothecation. Collateral is a legal instrument 
belonging to private law and is governed by a legal system that dictates ‘how security interest is 
created, who may create it, who has priority in receiving the proceeds from the sale of the collateral, 
how security interests are made public, what rights other parties have in the property offered as 
collateral, how the property is repossessed in the event of default, how it is sold, and how the 
proceeds are used to satisfy the claim of the party who has the security interest in the property’.113 
Collateralised, or secured, loans are the most common lending contract in the formal financial sector 
in developing and industrial countries alike. Collateral reduces the maximum loss on a loan to the 
difference between the fair market value of the collateral and the outstanding debt, also called a 
haircut. Without collateral, the creditor stands to lose not merely the haircut but the entire sum 
outstanding at the point of default. Unsecured debt therefore tends to compensate for the lack of 
security through a higher interest rate, pricing in the risk of greater loss. Unsecured debt however 
also includes credit card debt, medical bills, utility bills and any other type of loan or credit extended 
without either collateral requirement or interest. It also comprises bondholders and depositors, that 
is,   loans   to   institutions   or   governments   who   are   perceived   as   highly   creditworthy,   or   ‘risk-free’. 
Generally, however, collateral is essential for accessing finance and credit, and the higher interest 
rates and smaller loan volumes of unsecured debt translate into lower investment and slower 
economic growth.114  

3.3.1 Collateral and financial securitisation 

In recent decades, collateral has played a critical part in the advent of securitization, along with 
electronic means of trading settlement (see section 1.2). Through   collateral   ‘it became possible to 
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112 Ibid. 
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greatly expand the scope of assets that could be transformed directly, through their use as collateral, 
into highly liquid or money-like  assets’.115 Here credit protection in OTC derivatives involved setting 
forth the rules governing the mutual positing of collateral under a master agreement developed by 
the International Swaps and Derivatives Association (ISDA). The governance of cross-border 
transactions by a private law instrument was motivated by a desire to free international transactions 
from the perceived shackles of national law and to avoid the regulatory authority of state.116 
Financial system expansion through securitisation relied on the increased use of collateral as 
complementary   ‘liquid’  asset beyond bank reserves. Total financial system leverage rose from 4 at 
the end of 1951 to 673 at the end of 2006 before falling sharply to 33 at the end of 2011.117  

3.3.2 Re-hypothecation 

A vital motor for this expansion in leverage was the practice of re-hypothecation, which produced 
increasingly complex collateral chains. ‘Re-hypothecation’  is  an  alternative  name  for  ‘re-pledging’ and 
thus means that a party who receives a pledge of collateral makes a pledge of the same collateral to 
a third-party. In the derivatives market, re-hypothecation is sometimes  also  called  ‘re-use’, although 
the  term  ‘re-use’ is used in the non-US repo market for the outright sale of collateral by the buyer to 
a third party: In a repo, the buyer becomes the owner of the collateral at the start of the transaction 
and can dispose of the collateral when and as he wishes. His right of use is not a discretionary right 
granted by the seller but an automatic right arising from property ownership.  
   Re-hypothecation may have arisen out of a desire to make more productive use of assets pledged 
as collateral which   previously   remained   ‘dead   capital’   for   the   duration   of   the   loan. Collateral re-
hypothecation has been argued to increase its velocity and availability and potentially reduce 
transaction and liquidity costs. It is widely used by prime brokers involved in the collateralisation of 
derivatives transactions with hedge funds. In return for rights of re-hypothecation prime brokers 
offer clients cheaper funding. This business model was introduced into Europe by US firms and 
regulated under the EU Financial Collateral Directive (Directive 2002/47/EC) of the European 
Parliament and of the Council.118 It was formally introduced into English law in 2003 by the adoption 
of the Directive. The regulation of re-hypothecation is marked by an important difference between 
Europe and the US. In the US, Federal Reserve Regulation T and SEC Rule 15c3-3 limit the amount of 
a  client’s  assets  which  a  prime  broker  may  re-hypothecate to the equivalent of 140% of the client's 
liability to the prime broker. In many other markets including the European market, no such limits 
are proscribed. Re-hypothecation increases with the scarcity of collateral,119 and is a major tool for 
leveraged finance. Data on re-hypothecation is hard to come by, as many financial institutions do not 
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report their reuse of collateral and often operate internationally, so that much of the market is 
invisible.120  

3.3.3 Collateralisation post-crisis 

The lack of data on re-hypothecation has been pointed out as one more example of how far 
regulators and the public are from understanding the full impact and risk of the shadow banking 
system and its main financing tool, the repurchase market. Singh estimates that bank reuse of 
collateral increased the size of the shadow banking system at its peak in late 2007 by at least 50%, or 
3-4 trillion USD.121 Since the financial crisis, the use of collateral has strongly risen in the EU due to 
risk aversion and concerns over counterparty and sovereign risks.122 This implies increased demand 
for secured short- and long-term bank funding, higher levels of collateral asked in funding 
transactions and increase in the notional amount of OTC derivatives transactions since 2007.123 The 
EU is now weighing whether it should limit the length of collateral chains and is also planning 
measures to make chains easier to monitor by regulators.124 The potential unavailability of re-
hypothecated collateral in case of counterparty default and the interconnectedness created by 
collateral chains are seen to pose significant systemic risk. Lower leverage and shorter collateral 
chains lessen financial stability risks, but on the other hand reduced availability of collateral and 
shorter chains lower global financial lubrication and increase overall cost of capital to the real 
economy.125 

3.4    Credit ratings 
 
If collateral is a pivotal factor in securing lending, a different – if related – security for debt arises 
from the perceived creditworthiness of the borrower. This information is provided by credit rating 
agencies that evaluate the solvency  or   ‘quality’ of the debtor and thereby derive the quality of the 
debt instrument. Credit  ‘reporting’  emerged  in  the  United  States  during  the  1830s  when  ‘mercantile  
agencies’   developed   and   commodified   creditworthiness   as   a   new   type   of   information for trade 
lending.126The importance of credit rating increased phenomenally with the emergence of global 
capital markets from the 1960s, particularly due to the disintermediation of finance and the 
concomitant shift of the evaluative authority of creditworthiness from banks to bond rating agencies 
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as well as a developing market for high-yield (junk) bonds.127 Ratings enabled to include formerly 
excluded issuers with little creditworthiness in the market by specifying and pricing risky debt, 
introducing a conventional   distinction   between   ‘investment-grade’   and   ‘speculative-grade’.128 
Following the debt crisis in the 1980s and during the 1990s emerging market and transition 
economies’   demand   for   rating   grew   in   order   to   gain   access   to   the   expanding international bond 
market129 but even when a sovereign was not issuing bonds, ratings provided a benchmark for capital 
market activities of the private sector such as foreign direct investment and portfolio equity flows.130 
Ratings also became increasingly significant in the  allocation  of   ‘performance-based  official  aid’. By 
2010, rated sovereigns included 45 high-income and 86 developing countries but excluded 65 
developing and 12 high-income countries.131 As Gaillard132 has argued, sovereign rating was subject 
to   ‘rating   inflation’,   signifying a demand for high rating from various sides: for regulators to avoid 
financial contagion, for investors to hold less collateral, for debtors to receive low interest rates. The 
phenomenon of rating  inflation  may  well  have  been  ‘magnified’ in the sovereign rating area: because 
so few sovereign issuers defaulted since the 1990s, the main challenge for agencies was to avoid the 
‘error of underrating an issuer that   does  not   subsequently  default’.133 Gaillard argues that for that 
reason all three credit rating agencies failed to anticipate the Greek debt crisis and delayed negative 
rating  actions,  due   in  part  to  the  ‘belief that an advanced country would not default’.134 Triple AAA 
ratings for mortgage-based securities and derivative products such as CDOs have been widely held 
responsible for the global financial crisis.135 
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4. Financial and political surveillance 

The final factor in the securing of financial circulation to be explored is the two-fold thrust of 
financial surveillance. This component merits a separate section because despite its univocal usage 
financial surveillance entails two distinct – if interrelated – regimes of financial and political 
surveillance. These correspond to two different international frameworks of the financial system, 
motivated by primarily financial and political security concerns respectively. The first framework, 
developed by the International Monetary Fund (IMF), is supposed to ensure the stability of the global 
financial system. It does this through in-country surveillance of nation-states’   fiscal   and   economic  
policies and the monitoring of international financial flows and economic trends. The second 
international framework, developed by the lesser known Financial Action Task Force (FATF), is 
supposed to ensure the integrity of the financial system. It does this by promoting national laws to 
detect, prevent, and punish money laundering, terrorist financing and other crimes committed 
through, or against, financial institutions. These rules were initially designed to ensure that police 
and   intelligence   agents   could   ‘follow   the   money’   across   borders   in   order   to   investigate   money  
laundering, but following the terrorist  attacks  of  ‘9/11’,  following-the-money took on much greater 
significance as counter-terrorism policies embraced   a   new  orthodoxy   in  which   ‘stopping terrorism 
starts with stopping the money’.136 This surveillance regime enables a more speculative kind of 
security that forms part of the pre-emptive, extra-judicial  security  regime  developed  out  of  the  ‘war  
on terror’.137 Sections 4.1 and 4.2 will analyse these two regimes in turn before turning to the 
question of their relation.  

4.1    Financial surveillance of financial system 
 
The  IMF’s  macroeconomic  surveillance  approaches  financial  stability  from  a  similar  angle as financial 
regulation (cf. section 3.1), but its activities are limited to monitoring and reporting, not rule-making. 
The   IMF’s   surveillance   framework   entails two key   elements:   ‘bilateral surveillance’ concerns the 
evaluation of the economic and financial policies of each of the 188 member countries;  ‘multilateral 
surveillance’  concerns  the  ‘oversight of the world economy’.138 Although the focus here is on the IMF, 
multilateral surveillance and the evaluation of national fiscal and macro-economic policies is also 
conducted by other major intergovernmental and international organisations concerned with 
economic development and stability: for example, through the Organisation for Economic 
Cooperation and Development (OECD)‘s   economic   surveys   and   country   surveillance,139 under the 
European   Central   Bank’s   macroeconomic   surveillance   framework,140 via the Group of Twenty 
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for people who reported terrorist financiers after 9/11 (cited in de Goede, Marieke (2012: 4) Speculative 
Security: The Politics of Pursuing Terrorist Monies (Minneapolis: University of Minnesota Press)  
137 de Goede (2012) 
138 http://www.imf.org/external/np/exr/facts/surv.htm  
139 http://www.oecd.org/eco/surveys/  
140 https://www.ecb.europa.eu/ecb/tasks/europe/emu/html/index.en.html#surveillance  

http://www.imf.org/external/np/exr/facts/surv.htm
http://www.oecd.org/eco/surveys/
https://www.ecb.europa.eu/ecb/tasks/europe/emu/html/index.en.html#surveillance


     
 

D5.1 – FP7 – 313288 38 

industrialized  and  emerging  market  economies’  (G20)  Mutual  Assessment  Process,141 and within the 
framework  of  the  World  Trade  Organisation’s  Trade  Policy Review Mechanism.142  
 

4.1.1 Bilateral surveillance 

The  IMF’s  bilateral  surveillance  mechanism  grew  out  of  what  are  known  as  “Article  IV  consultations”  
which date back to the 1970s and the collapse of the Bretton Woods system of fixed exchange rates. 
Following further financial crises in Latin America, East Asia and Russia in the 1990s these evaluations 
became more systematic, with IMF economists visiting most member countries annually to meet 
with government and central bank representatives in order to assess their economic and financial 
policies and consider the risks posed to domestic and global stability. Business leaders, 
parliamentarians, unions and civil society organisations may also be consulted by the IMF, which 
then produces a report for its Executive Board, which in turn transmits its conclusions to the 
country’s   authorities.   Almost   all   IMF   member   countries   now   agree   to   publish   a   press   release  
summarizing the views of the Board, as well as the staff report and accompanying analysis.143  
 
In addition to the annual Article IV evaluations, the IMF conducts more in-depth assessments of 
selected   countries’   financial   sectors   under   the   Financial   Sector   Assessment   Program   (FSAP),  
established in 1999. The FSAP is concerned with the ‘resilience  of  the  financial  sector, the quality of 
the regulatory and supervisory framework, and the capacity to manage and resolve financial 
crises’.144 In  29  countries  that  have  financial  sectors  which  the  IMF  deems  “systemically  important”,  
financial stability assessments under the FSAP are a mandatory component of Article IV surveillance, 
and are supposed to take place every five years.145 For all other jurisdictions, participation in the 
program is voluntary. In developing and emerging market economies, the country assessments are 
conducted jointly with the World Bank, with the IMF responsible for financial stability and the Bank 
responsible for financial development.146 At the end of each FSAP mission, the IMF produces a 
Financial System Stability Assessment (FSAA) report including recommendations tailored to country-
specific circumstances,147 and   a   confidential   “Aide   Memoire”   for   national   authorities.   Supporting  
documents, technical notes and assessments of specific financial sector standards and codes of 
practice may also be produced and published in the course of FSAP assessments.148 A 2014 report of 
the  IMF’s  Independent  Evaluation  Office  (IEO)  suggests  that  ‘before  the  crisis,  the  IMF  was  largely  of  
the mind-set that minimal regulation and light-touch supervision would suffice to bring about 
financial stability, since financial markets were self-stabilizing’.149 

                                                           
141 http://www.imf.org/external/np/exr/facts/g20map.htm  
142 https://www.wto.org/english/tratop_e/tpr_e/tpr_e.htm  
143 http://www.imf.org/external/news/default.aspx?pr  
144 IMF (2014a: 1) Financial Sector Assessment Program (FSAP) (Washington: IMF Publication Service). Available 
at http://www.imf.org/external/np/fsap/fssa.aspx  
145 http://www.imf.org/external/np/fsap/mandatoryfsap.htm  
146 http://lnweb90.worldbank.org/FPS/fsapcountrydb.nsf/FSAPexternalcountryreports  
147 http://www.imf.org/external/np/fsap/fssa.aspx  
148 http://www.imf.org/external/np/fsap/fsap.aspx  
149 IEO (2014: 12) IMF Response to the Financial and Economic Crisis (Washington: IMF Publication Service). 
Available at http://www.ieo-imf.org/ieo/files/completedevaluations/FULL%20REPORT%20final.pdf 
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4.1.2 Multilateral surveillance 

The   IMF’s  multilateral   surveillance   is   concerned  with   global   and   regional   economic   trends.   This   is  
reported  in  two  regular  publications:  the  “World  Economic Outlook”  (WEO)  and  the  “Global  Financial  
Stability   Report”   (GFSR).   The   WEO   was   published   bi-annually but since the onset of the global 
financial crisis has appeared more regularly. World Economic Outlook reports analyse the state of the 
global economy and provide short and medium-term forecasts relating to global economic growth 
(as measured in aggregate GDP).150 The   IMF’s   bi-annual Global Financial Stability Reports are 
concerned with the international financial system and factors affecting capital and commodity 
markets. This includes market conditions, systemic issues that could pose a risk to financial stability, 
and the ramifications of any economic imbalances highlighted by the WEO.151 The IMF also publishes 
Regional Economic Outlook reports that place national economic development in the context of 
regional policy developments and challenges: the Asia and Pacific region; Central, Eastern and South-
eastern Europe; the Middle East and Central Asia; Sub-Saharan Africa; and the Western Hemisphere 
are regularly assessed. Regional reports have also examined the Western Balkans, post-Communist 
Europe and Europe as a whole.152 The IMF cooperates with other organisations such as the G20, 
supporting its aforementioned mutual assessment process,153 and publishes regional Financial 
System Stability Assessment reports as part of its Financial Sector Assessment Program (FSAP, 
above).154   
     Although  the  IMF  is  supposed  to  act  in  the  interests  of  all  of  its  members,  the  IMF’s  Independent  
Evaluation Office (IEO) found that since the crisis the IMF has engaged in an unprecedented degree 
of collaboration with institutions in which relatively few IMF member states have a stake. For 
example,   the   IEO   found   that   the   IMF’s   close   cooperation   with   the   G20   ‘raised   questions   about  
whether all members have a voice in decision-making, and about to whom the IMF and its 
management  are  accountable’.155 The  IEO  also  suggested  that  the  IMF’s  relationship  with  the  ECB  in  
the Troika ‘raises questions as to whether it afforded greater traction of the IMF’s  policy  advice,  or  
whether it increased pressure on the IMF to compromise its positions’.156 

4.1.3 Post-crisis reforms 

The IMF keeps its surveillance activities under regular review, with a particular focus on the 
effectiveness of its economic analysis and policy advice.157 The 2011 Triennial Surveillance Review 
(TSR) took on added significance because of the global financial crisis and the inevitable 
preoccupation with whether the IMF could have done better in anticipating and warning about the 
crisis. It found that surveillance was ‘too fragmented, [with] risk assessments lacking depth and 
insufficient focus on interconnections and transmission of shocks’, and recommended improvements 

                                                           
150 http://www.imf.org/external/ns/cs.aspx?id=29  
151 http://www.imf.org/external/pubs/ft/gfsr/index.htm  
152 http://www.imf.org/external/pubs/ft/reo/reorepts.aspx  
153 http://www.imf.org/external/np/exr/facts/g20map.htm  
154 http://www.imf.org/external/np/fsap/fssa.aspx#rp  
155 IEO (2014: 6) 
156 IEO (2014: 7) 
157 http://www.imf.org/external/ns/cs.aspx?id=279  
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in six areas: interconnectedness, risk assessments, external stability, financial stability, traction, and 
the legal framework.158 In 2012, following the TSR, the IMF Executive Board adopted a new Decision 
on Bilateral and Multilateral Surveillance,159 together with a new Financial Surveillance Strategy.160 
The strategy had three overarching objectives: (i) to strengthen the analytical underpinnings of IMF 
macro-financial assessments and policy advice to address ever more complex and systemic risk; (ii) to 
upgrade the instruments and products of financial surveillance to foster an integrated policy 
response; and (iii) to engage more actively with stakeholders in order to improve the traction and 
impact of financial surveillance.  
     In the wake of the crisis, in 2009, the IMF had already launched the bi-annual  “Fiscal  Monitor”  to  
assess the   sustainability  of  public   finances.   In  2011   it   launched  a  new  series  of  “Spillover  Reports”  
exploring the global effects of policies in five systemic economies: China, the Euro Area, Japan, 
United Kingdom and the United States.161 The aim was to fill the ‘gap  between  the  domestic  focus  of  
country/bilateral surveillance (Article IVs) and the broad sweep of global/multilateral (WEO-GFSR) 
surveillance’.162 Multilateral  and  bilateral  perspectives  are  also  combined  in  the  IMF’s  External  Sector  
Assessments, launched in 2012. These analyse the external positions (current accounts, exchange 
rates,  external  balance  sheet  positions,  capital  flows  and  international  reserves)  of  28  of  the  world’s  
largest economies, plus the euro area.163 A new bi-annual Global Policy Agenda was launched to 
identify key policy challenges and responses.164 The 2014 Triennial Surveillance Review consolidated 
these  reforms  into  “operational  priorities”,165 and  an  “Action  Plan  for  Strengthening  Surveillance”.166  

4.2    Political surveillance of financial system 
 

4.2.1 FATF surveillance 

The second international framework of financial surveillance developed in the context of the war on 
terror and targeted financial flows in order to thwart the threat of terrorist attacks pre-emptively. It 

                                                           
158 IMF (2011a: 1) 2011 Triennial Surveillance Review — Overview Paper (Washington: IMF Publication Service), 
http://www.ieo-imf.org/ieo/files/issuespapers/Crisis_Final_Issues_Paper_Web.pdf 
159 IMF (2012a) Financial Surveillance Strategy (Washington: IMF Publication Service). Available at 
http://www.imf.org/external/np/pp/eng/2012/070212.pdf  
160 IMF (2012b) The  IMF’s  Financial  Surveillance  Strategy (Washington: IMF Publication Service). Available at 
http://www.imf.org/external/np/pp/eng/2012/082812.pdf  
161 http://www.imf.org/external/ns/cs.aspx?id=316  
162 IMF (2011b) Consolidated Spillover Report: Implications from the Analysis of the Systemic-5 (Washington: 
IMF Publication Service). Available at http://www.imf.org/external/np/pp/eng/2011/071111.pdf  
163 http://www.imf.org/external/np/spr/2014/esr/  
164 The five key policy challenges and responses were identified as: (i) integrate and deepen risk and spillover 
analysis; (ii) mainstream macro-financial surveillance; (iii) pay more attention to structural policies, including 
labor market issues; (iv) deliver cohesive and expert policy advice; and (v) a client-focused approach to 
surveillance, supported by clear and candid communication. See IMF (2014b) The Managing Director's Global 
Policy Agenda (Washington: IMF Publication Service). Available at 
http://www.imf.org/external/np/pp/eng/2014/041214.pdf  
165 http://www.imf.org/external/np/spr/triennial/2014/index.htm  
166 IMF (2014c) 2014 Triennial Surveillance Review - Managing Director's Action Plan for Strengthening 
Surveillance (Washington: IMF Publication Service). Available at 
http://www.imf.org/external/np/pp/eng/2014/112114.pdf  
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was integrated into an existing anti-money laundering mandate, yet implies a far larger degree of 
political securitisation of the financial system than financial crime previously incurred. Responsibility 
for international efforts in this area falls upon the Financial Action Task Force (FATF), an 
intergovernmental body established in 1989 by the Group of Seven (G7) leading industrialised 
nations. The   G7’s   summit   conclusions   record   that   ‘the   drug   problem   [had]   reached   devastating  
proportions’,  and  that  the  “war  against  drugs”  demanded concerted international action to counter 
trafficking and the laundering of its proceeds.167 The newly established Task Force, which along with 
the G7 states also comprised the European Commission and eight other countries,168 was asked to 
assess international efforts to combat money laundering and to consider additional preventive 
measures.169 Nine months later, in April 1990, the 130 FATF delegates delivered 40 wide-ranging 
recommendations encompassing legal, regulatory and operational measures.170  
     On 24 September 2001, George W Bush signed Executive Order 13224, empowering the US 
Departments of State and Treasury to freeze the assets of individuals and organisations deemed to 
be engaged in terrorist activities. The US PATRIOT Act, adopted two days later, increased criminal 
penalties for knowingly providing support or resources to terrorists; neither it nor the Executive 
Order require intent on the part of those accused of material support. The substance of the two US 
acts was replicated and effectively outsourced to all UN states via Security Council Resolution 
(UNSCR) 1373 (adopted 28 September 2011), which requires countries to freeze the assets of 
suspected terrorists and criminalise their supporters. The Financial Action Task Force Special 
Recommendations on terrorist financing were adopted at the end of October 2001.  These codified 
and expanded UNSCR 1373, requiring states to, inter alia, ratify and implement all UN measures 
relevant to terrorist financing, that is, enact measures to freeze and confiscate terrorist assets, set up 
reporting mechanisms for suspicious financial transactions related to terrorism, establish disclosure 
regimes  around  alternative  remittance  and  ‘wire  transfer’  systems  and    review  the  adequacy  of  laws  
and regulations that relate to entities that risk being abused for the financing of terrorism. 
    Today the FATF has expanded its membership from 16 initial members to 36171 and extended its 
reach through the establishment of eight further regional FATF-style regional bodies (FSRBs) to 
promote and enforce recommendations across the world,172 with the result that more than 190 

                                                           
167 G7 (1989: para 52) Economic Declaration, Paris, July 16, 1989. Available at 
http://www.g8.utoronto.ca/summit/1989paris/communique/index.html  
168  http://www.fatf-gafi.org/pages/aboutus/historyofthefatf/ 
169 G7 (1989: para 53) 
170 FATF (1990) The Forty Recommendations of the Financial Action Task Force on Money Laundering (Paris: 
OECD). Available at http://www.fatf-
gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%201990.pdf  
171 http://www.fatf-gafi.org/pages/aboutus/membersandobservers/  
172 The eight FSRBs are the Asia/Pacific Group on Money Laundering, the Caribbean Financial Action Task Force, 
the Eurasian Group, the Eastern and Southern Africa Anti-Money Laundering Group, the Financial Action Task 
Force on Money Laundering in South America, the Inter-Governmental Action Group against Money Laundering 
in West Africa, the Middle East and North Africa Financial Action Task Force and the Council of Europe 
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism. 
See further: http://www.fatf-gafi.org/countries/. 
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countries are now committed to implementing the latest iteration of the 40 FATF 
Recommendations.173 
 
FATF Recommendations require states to criminalise money laundering and terrorist financing, on 
the basis of very broad definitions:   ‘Countries should apply the crime of money laundering to all 
serious  offences,  with  a  view  to   including  the  widest   range  of  predicate  offences’,174 while terrorist 
financing offences are to include ‘not only the financing of terrorist acts but also the financing of 
terrorist organisations and individual terrorists even in the absence of a link to a specific terrorist act 

or acts’.175 States are obliged to introduce legislation enabling their authorities to freeze or seize the 
proceeds of crime or assets used for financing terrorism176 and to implement ‘targeted financial 
sanctions regimes’ (also  known  as  ‘sanctions  lists’,  ‘terrorist  lists’  and  ’blacklists‘)  in  order  to  comply  
with UN Security Council resolutions relating to the prevention of terrorism177 and the proliferation 
of weapons of mass destruction and its financing.178 Moreover, states are to extend the focus of their 
counter-terrorism policies beyond financial circulation to laws and regulations in  respect  of  ‘entities 
that can be abused for the financing of terrorism’, with non-profit organisations singled-out as 
‘particularly  vulnerable’ to exploitation by terrorist organisations.179 Finally, states should afford one 
another  the  ‘widest range  of  international  cooperation’ in respect to cross-border investigations into 
offences within the FATF mandate180, including mutual legal assistance,181 asset-freezing and 
confiscation,182 and extradition.183 It is important to note that while the FATF recommendations 
impose more stringent anti-money laundering and counter-terrorism obligations than any 
international convention on either subject, unlike intergovernmental conventions states party to the 
FATF standards were not formally involved in drafting these. National parliaments have no statutory 
powers in respect to ratifying or rejecting their provisions, and there is no basis in international law 
for the FATF itself, unlike comparable international standard-setting bodies created by international 
treaties, such as the UN, EU or CoE. 

A crucial element of FATF surveillance is the establishment of ‘Financial Intelligence Units’ (FIUs) for 
the   receipt   and   analysis   of   “suspicious   activity   reports” (see further below) and other information 
relevant to money laundering, associated predicate offences and terrorist financing.184 In 1995, on 
the initiative of the  U.S.  and  Belgian  FIUs,  the  ‘Egmont  Group’ of FIUs was established as an expressly 

                                                           
173 FATF (2013) International Standards on Combating Money Laundering and the Financing of Terrorism and 
Proliferation (Paris: OECD). Available at http://www.fatf-gafi.org/topics/fatfrecommendations/documents/fatf-
recommendations.html  
174 A  “predicate  offence”  is  a  crime  resulting  in  proceeds  that  may  be  laundered.  See  further  Recommendation 
3, FATF (2013: 12)  
175 Recommendation 5, FATF (2013: 13) 
176 Recommendation 4, FATF (2013: 12) 
177 Recommendation 6, FATF (2013: 13) 
178 Recommendation 7, FATF (2013: 13) 
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180 Recommendation 40, FATF (2013: 29-30) 
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182 Recommendation 38, FATF (2013: 28) 
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‘informal’ organisation with the aim of stimulating international cooperation, including information 
exchange, training and the sharing of expertise.185 By 2013 the Egmont Group had 139 members and 
a dedicated international secretariat in Toronto, Canada, established in 2008. As of 2012, the FATF 
expects all FIUs to apply for membership.186 The FATF Recommendations oblige states to grant FIUs 
far-reaching   powers,   but   do   not   include   any   relevant   ‘checks   and   balances’   (e.g.   data   protection  
rules, oversight mechanisms, accountability provisions etc.)  

To ensure ‘full  and  proper  implementation’  of  the  FATF  standards,  a  ‘mutual  evaluation’ process has 
been  set  up  under  which  countries  are  ‘peer-reviewed’ and assessed for compliance with each of the 
40 FATF Recommendations by teams of inspectors from the FATF, intergovernmental organisations 
(IGOs) such as the World Bank and the IMF, and specialists from neighbouring states.187 This process 
is  similar  to  the  financial  sector  assessments  conducted  by  the  IMF  and  World  Bank,  but  the  FATF’s  
mutual evaluations are more detailed insofar as each state under review receives a grade (compliant, 
largely compliant, partially compliant or non-compliant) for each of the 40 Recommendations. The 
FATF evaluations also carry more weight; whereas states can and frequently do ignore the advice of 
the IMF, they do so at their peril where money laundering and counter-terrorism assessments are 
concerned. 
 

4.2.2 Customer due diligence 

The FATF Recommendations place a host of surveillance obligations on financial institutions and 
DNFBs vis-à-vis their customers. The minimum level of so-called customer due diligence (CDD) is the 
verification  of  customers’  identities,  the  identification of any beneficial owners188 and the evaluation 
of the purpose and nature of business relationships. Financial institutions are to ensure that they do 
not keep anonymous or fictitious accounts and confirm the veracity or adequacy of previously 
obtained customer identification data. CDD is to be implemented at transfers beyond 15,000 USD/ 
EUR   and   based   on   an   assessment   whether   ‘transactions being conducted are consistent with the 
institution’s  knowledge  of   the  customer,   their  business  and   risk  profile,   including,  where  necessary,  
the source of funds’.189 CDD must be exercised on both senders and recipients of wire transfers and 
international remittances and carried out by both the sending and intermediary (wire transfer) 
institution.190 Non-financial businesses and professions must also undertake CDD.191 

‘Enhanced   customer   due   diligence’ (ECDD) – extra scrutiny – is required for all ‘non-resident 
customers’192 as well as for all transactions with persons and companies in countries that have been 
evaluated as having inadequate AML/CFT systems, have been subject to international sanctions or 
embargos, have significant levels of corruption or crime, or have designated terrorist organisations 
                                                           
185 http://www.egmontgroup.org/ 
186 http://www.egmontgroup.org/about  
187 http://www.fatf-gafi.org/pages/0,3417,en_32250379_32236982_1_1_1_1_1,00.html 
188 Beneficial ownership occurs where a person enjoys property rights even though the legal title of the 
property belongs to another person. 
189 Recommendation 10, FATF (2013: 14) 
190 Recommendation 16, FATF (2013: 17) 
191 Recommendation 11, FATF (2013: 15) 
192 Interpretative Note to Recommendation 10, FATF (2013: 61) 
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operating within their country.193 Some 40 countries are currently designated as having inadequate 
AML/CFT systems by the FATF.194ECDD measures include obtaining additional information on the 
customer (e.g. occupation, volume of assets, information available through public databases, 
internet, etc.), obtaining information on the reasons for intended or performed transactions, and 
conducting enhanced monitoring of business relationships and transactions that need further 
examination.195 Another   category   subject   to   special   CDD   requirements   are   ‘politically   exposed  
persons’  (PEP),  that is, foreign officials including government, senior politicians, judicial and military 
officials, senior executives of state owned corporations and the senior management of foreign 
companies as well as their families and associates.196  

4.2.3 Mandating  ‘dataveillance’ 

The cumulative effect of the FATF financial surveillance provisions has been to reverse the long-
established principle of banking secrecy and introduce an extensive framework for which the notion 
of   ‘mass   surveillance’   – as distinct from targeted surveillance – is appropriate.197 The concept of 
dataveillance is equally invoked to describe the systematic monitoring of peoples’ activities through 
the data that is held about them. Under a mandatory   ‘data   retention’   regime   financial institutions 
must maintain, for at least five years, all records relating to domestic and international transactions 
and   ‘comply swiftly with information requests from the competent authorities’.198 This is similar to 
the obligations imposed on telecommunications service providers in many jurisdictions to retain 
customer and traffic data, albeit with a longer retention period in the financial sector.199 The 
extensive collection of data is rationalised by the doctrine of pro-active policing, in which the task of 
law  enforcement   is   to   identify  suspicious  people   from  among  the   innocent  by   ‘joining  the  dots’.   In 
turn, the algorithms developed to identify fraud and financial crime from trading or accounts data 
are being deployed to detect benefit fraud or tax evasion. States seeking to engage in this kind of 
dataveillance are serviced by a growing market of companies offering financial crime detection 
services  for  ‘big  data’  environments. 

Within and among the FATF membership, a plethora of further initiatives are widening the scope of 
personal data that is collected and retained and the purposes for which it is used beyond the 
‘original’   aim   of   preventing terrorist attacks. The   US   Treasury’s   Office of Foreign Assets Control 

                                                           
193 Recommendation 19, FATF (2013: 19) 
194 These are non-cooperating and high risk countries: Iran; North Korea; countries with serious AML/CFT 
deficiencies that have not made sufficient progress: Ecuador, Ethiopia, Indonesia, Kenya, Myanmar, Nigeria, 
Pakistan, São Tomé and Príncipe, Syria, Tanzania, Turkey, Vietnam, Yemen; countries with serious AML/CFT 
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195 Recommendation 19, FATF (2013: 19) 
196 FATF (2013: 119-120) 
197 According to Recommendation 9, ‘countries   should   ensure   that   financial   institution   secrecy   laws   do   not  
inhibit implementation of the FATF Recommendations’, FATF (2013: 14) 
198 Recommendation 11, FATF (2013: 15) 
199 Judgment in Case number C-293/12, Court of Justice of the European Union. 8 April 2014. 
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(OFAC) was revealed in 2006 to have been extracting large amounts of transactional data from a 
mirror of the SWIFT (Society for Worldwide Interbank Financial Telecommunications) server, which 
carries  around  80%  of  the  world’s  financial messaging data. SWIFT is established in Belgium and the 
surveillance of its data occurred in the absence of a formal agreement between the network owners 
and the US government. Under pressure from the EU, SWIFT has now established a European 
messaging zone whose distributed architecture no longer traverses the USA. However, the EU also 
granted the US authorities continued access, via Europol, to the European data deemed relevant to 
the US Terrorist Finance Tracking Programme (TFTP). Although the US maintains it only conducts 
‘targeted  searches’  and  never  engages   in   ‘fishing  expeditions’  using  SWIFT  data,   it   is  clear   that the 
purpose of its TFTP is to identify unknown suspects using social network analysis.200  

States are also using fiscal and transactional data to create income and expenditure profiles of their 
citizens.201The defence conglomerate BAE Systems purchased the financial intelligence specialist 
Dettica  in  2008  and  now  offers  its  ‘NetReveal’  solution  to  tax  and  benefits  agencies.  This  promises  ‘a  
single view of all individuals, companies, addresses and other entities across all tax or benefits data 
sources, identifying cases with a high risk of error, non- compliance, debt, fraud or serious criminal 
activity’.  It  is  marketed  as  a  “fraud  detection  and  prevention  platform”  which  uses   ‘a  wide  range  of  
proven fraud and non-compliance detection models to automatically search for network patterns, 
identifying   suspicious   activity   using   a   holistic   view   of   the   information   available’.202The   UK’s   tax  
authorities purchased a bespoke installation of NetReveal for 45 million GBP in 2010 and, according 
to the Financial Times, used its analytical prowess to help recoup 1.4 billion GBP in additional tax 
revenues in 2011. It described the system as ‘the  tax  authority’s  “breakthrough”  computer  system…  It  
uses a mathematical technique known as social network analysis that ploughs through disparate, 
previously unrelated information to detect otherwise invisible networks of relationships. It automates 
analysis that would once  have  taken  months,   if   it  could  have  been  done  at  all’.203 The same system 
can be used to profile claimants of social welfare benefits. Coupled with the already extensive data 
retention obligations in the financial sector, the potential scope and use of a new generation of 
dataveillance systems implies the transformation of the financial system into a policing apparatus in 
which individuals will be vetted not just for connections to terrorism and organised crime, but 
profiled for wider purposes such as tax evasion or entitlement to social security. It is not just state 
agencies that are performing these kinds of analyses: investment banks and market regulators run 
similar programmes to detect fraud, while financial services providers use these to profile their 
customers to sell them products. Surveillance only appears set to expand as tax authorities around 
the world respond to pressure from their governments to prevent tax evasion and maximise their 
revenues. People with money in foreign bank accounts are viewed with particular suspicion and 

                                                           
200 Amicelle, Anthony (2013)  
201 In 2013 Italy introduced the redditometro (‘income  meter’)  which  compares  the  declarations of taxpayers to 
a financial profile based on their actual expenditure and imputed financial situation. The redditometro 
automatically  flags  tax  returns  in  which  the  declared  income  differs  from  the  taxpayer’s  estimated  spending  by  
more than 20%. The software that performs this kind of analysis is now widely available. 
202 Analysing Data To Uncover Fraud and Error in Tax and Benefits Systems, BAE Systems. Available at 
http://www.baesystems.com/what-we-do-rai/financial-crime/financial-crime-solutions/tax-&-benefits-fraud 
203 Financial Times, 16 November 2012. Available at http://www.ft.com/cms/s/0/0f98bbc0-2db6-11e2-9988-
00144feabdc0.html  
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following the adoption of the Foreign Account Tax Compliance Act (FATCA) in the USA, international 
banks   that  operate   in   the  US  are   required   to   report   to   the   identities   and  assets  of   all  US   citizens’  
holdings outside of the US to the US Financial Intelligence Unit (FINCEN). What started as a unilateral 
US requirement has effectively been endorsed by the G20 in 2013 and the 36-member OECD in 2014, 
albeit in respect to the foreign holdings of tax-residents rather than citizens.  Described   as   a   ‘step  
change   in   tax   transparency’, more than 65 jurisdictions are now committed to the automatic 
exchange of information by 2017.  The data to be exchanged between governments includes 
balances, interest, dividends, and sales proceeds from financial assets. Laws and practices that 
ostensibly  target  the  “one  per  cent”  – the iconic target of the popular outrage that is driving support 
for more aggressive tax collection – are thus augmenting the already extensive framework for 
financial surveillance. 
 
Because customer and transactional due diligence obligations have become so onerous, the FATF 
allows banks to rely on third party service providers, for example to screen customers against private 
sector databases of PEPs and those named on national and international sanctions lists.204  In practice 
this has seen financial institutions effectively re-outsource a significant part of the due diligence 
process to a burgeoning, global AML-CFT compliance industry already worth billions of dollars 
annually.  In  particular,  banks  have  turned  to  private  sector  intelligence  databases  derived  from  ‘open  
source’   material   to   check   their   customers   for   links   to   crime   or   terrorism. One of the AML/CFT 
compliance market leaders is World Check. Founded in 2000 and bought in 2011 by Thompson-
Reuters for US$530 million, World-Check provides services to more than 4,500 institutions, including 
49  of  the  world’s  top  50  banks  and  200  law  enforcement  and  regulatory  agencies.205 Depending on 
the size of the client, the intensity of use and the number of access points, annual fees may be as 
high as 1 million EUR.206 World-Check started out consolidating the names from the multitude of 
national  and  international  sanctions  lists  so  that  their  clients  wouldn’t  break  the  law  by  inadvertently 
providing financial services to blacklisted entities. Since there are now said to be more than 350 
national and international sanctions lists worldwide, which together include tens of thousands of 
named individuals and organisations, it is all but impossible for banks processing international 
transactions to comply with their multilateral vetting obligations without engaging a company like 
World-Check.207 However, World-Check and its competitors did not limit themselves to financial 
sanctions lists; they have also been adding   ‘politically   exposed   persons’;   people   found   guilty   of  
crimes in the FATF mandate; and people subject to relevant disqualifications – for example being 
disqualified from being a company director.208 In the case of terrorist offences, World-Check has also 
been collecting the names of people identified in the media as potentially associated in some way 
with terrorism, lowering the threshold for inclusion in its database from criminal or civil court 
judgments to allegations, suspicions and   hearsay,   and   including   ‘blogs’   and   ‘alternative   media’  
among  its  ‘open  sources’.   In  2008,  World-Check’s  database  was  reported  to  number  about  750,000  

                                                           
204 Recommendation 16, FATF (2013: 17) 
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207 Other companies offering AML-CFT compliance services include Experian, LexisNexis and Regulatory 
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names; by 2010 it was 1.2 million and in 2015 it surpassed 2.5 million – higher by an order of 
magnitude than the number of people who will have been convicted of actual offences within the 
FATF mandate. World-Check also keeps its records indefinitely, rather than letting convictions or 
allegations lapse, ignoring the principle that convictions are served, and  ‘statutes  of  limitation’  that  
render past behaviour judicially irrelevant. It appears self-evident that the bigger the risk 
management database, the greater the profit that can be derived from it. 

4.2.4 De-risking 

The due diligence regime imposed onto financial institutions by financial surveillance is leading to a 
strategy  of  banks  of  ‘de-risking’.    The  objective here is to mitigate the risk of due diligence failure – 
failures, for which banks may be held liable in the event that their customers are indeed, or later 
become, involved in money laundering, terrorist financing and other crimes in the FATF mandate. 
This obligation overrides other values and principles such as financial inclusion, due process and 
proportionality. There are palpable concerns that the means of securing financial circulation that 
have been developed by the FATF are, paradoxically, creating barriers to access to the financial 
system for certain sectors and regions of the global economy. This appears to be sustained by 
mutually reinforcing processes of regulation on the part of organisations like the FATF and risk 
aversion on the part of those affected by the regulations. The goal of stopping terrorist is changing 
the relationship between banks and customers hailing from particular communities or sectors of the 
economy into one of stigmatisation and exclusion, often based on crude ethnic profiling. These 
effects can be seen at various spatial levels. Certain communities are singled out by the financial 
intelligence   community   as   ‘riskier’   than others; certain sectors of the economy are seen as 
particularly vulnerable to exploitation by criminals and terrorists; and international banks are going 
as far as to pull out of entire countries where AML-CFT compliance has become so difficult that they 
are exposed to what they deem unacceptable risk. 
    Through this process of risk management and aversion, private sector databases like World Check 
acquire their own governmental power, prefiguring decisions by financial institutions about who may 
or may not be granted access to the financial system – rather   than   simply   filtering   out   the   ‘dirty  
money’  or   ‘bad  apples’.  World-Check does not dictate to its clients how to interpret their data, of 
course. Rather it sells its databases to financial institutions all over the world which interpret, 
augment and re-use the data in different ways. This business model is thus much less concerned with 
the security of circulation for society than the circulation of risk profiles for profit. It is not simply, 
however, as Dillion observes, that risk is both ‘the  occasion  of  danger  [and]  the  occasion  of  profit’. 
Rather, the occasion is one of actuarial demand for risk management meeting suppliers whose 
business model is predicated on the manufacture of risk. Because financial institutions must keep an 
audit trail of their customer vetting activities, there is an overwhelming incentive for them to simply 
exclude all individuals and organisations pre-identified by companies like World-Check as posing a de 
facto risk (a risk represented simply by their inclusion in the database) because the decision to 
provide financial services to them could later be construed as a dereliction of due diligence for which 
they could later be held criminally or financially liable.  
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4.3    Finance-security assemblage 
 
To return to the question of how these two financial surveillance regimes relate to each other, they 
appear at first to be motivated by quite different concerns. Financial surveillance in the first sense 
monitors the financial system for possible threats to financial stability arising from macroeconomic 
imbalances and financial practices. Financial surveillance in the second sense seeks to thwart the 
threat of terrorist attacks and securitises the financial system in the name of political security. It is 
however important to note that the IMF states that action to prevent and combat money laundering 
and   terrorist   financing   ‘responds  not  only   to  a  moral   imperative,  but  also   to  an  economic  need’.209 
Financial crimes are seen to have economic effects that can threaten the stability of a country's 
financial sector and its external stability more generally. The securitisation of the financial system is 
thus framed as indispensable means to protect the integrity of markets and the global financial 
framework itself. This presents quite a significant move away   from   the   ‘conventional’   threats   to  
monetary integrity in the form of counterfeiting and fraud, but at the same time financial fraud has 
come to be framed in the language of the post-9/11 security  landscape  (compare  ‘rogue  states’ and 
‘rogue  traders’) and is being persecuted in unprecedentedly stringent manner.  
These two frameworks of surveillance are therefore increasingly intersecting. The Financial Sector 
Assessment  Program’s  concern  with  the  adequacy of national regulatory and supervisory frameworks 
dovetails with the international anti-money laundering (AML) and counter-terrorist financing (CFT) 
rules and assessment mechanisms developed by the Financial Action Task Force. The FATF is actively 
supported by the IMF, because domestic stability, balance of payments stability and the effective 
operation of the international monetary system are seen to be threatened by these criminal 
activities.210The FATF Recommendations have become a central feature of   the   global   ‘good 
governance’ agenda, with compliance ratings seen as indicative of how safe a country is for aid, trade 
and investment. FATF standards and ratings are not only included   in   the   IMF   and  World   Bank’s  
Financial Sector Assessment Program but endorsed by almost all multilateral development banks 
(including the European, Inter-American, Asian and African Development Banks), as well as the UN 
Counter-Terrorism Committee and Counter-terrorism Implementation Task Force. International 
Credit ratings agencies such as Standard & Poor's, Moody's and the Fitch Group also take account of 
the  FATF’s  country  assessments  in  their  ratings.  ‘Integrity’  and ‘stability’ hence have come to define 
each other in a common framework of governance that merges financial and political security 
concerns as increasingly one and the same.  

 

 

                                                           
209 IMF (2015) Factsheet: The IMF and the Fight Against Money Laundering and the Financing of Terrorism . 
Available at http://www.imf.org/external/np/exr/facts/aml.htm  
210 http://www.imf.org/external/pp/longres.aspx?id=4726  
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5. Conclusions for societal security 

Security in finance and economy implies a paradox of taking risks in order to produce economic 
growth and thus ensure smooth consumption (one of the definitions of financial security in D5.1). 
This results in an overriding objective of securing circulation, where circulation is supposed to 
transfer  surplus  funds  to  deficit  agents,  optimizing  the  productivity  of  ‘savings’  and  the  output  for  the  
economy as  a  whole.    ‘Securing’  this  process  hence  does  not  consist  in  preventing  indebtedness and 
risk-taking but in ensuring the market infrastructure for transactions, resolving individual failures 
smoothly and regulating systemic stability. A first element here, performed by central banks, consists 
in securing basic financial market infrastructures including payment systems, securities settlement 
and central counterparties (clearing houses). Market functioning relies on ensuring the continuity of 
the services that these infrastructures provide, and central clearing houses also provide a measure of 
protection by guaranteeing the fulfillment of claims in the event of default by the original 
counterparty. Securing financial stability involves either the smooth resolution of bankruptcies or the 
application of the function of lender of last resort for systemically important institutions. Financial 
regulation is driven by a continuous struggle to impose systemic safety provisions in the form of 
deposit insurance, capital adequacy requirements and collateral on financial institutions who in turn 
spend considerable efforts on devising new financial strategies and innovations to circumvent safety 
provisions  and  ‘free’  unproductive  capital,  as  in  practices of re-hypothecating collateral. The task of 
financial regulation has become even more challenging in a conception of the financial system as 
complex system, where regulations forcing financial agents to behave in the same way may 
exacerbate systemic problems. It was regulation itself that sparked the prolific phenomena of 
securitisation and the shadow banking system that played major parts in the build-up of the global 
financial crisis. Securing transactions further implies ensuring price stability and confidence and trust 
in money itself, allowing only as much inflation as to stimulate the economy. Here, monetary policy 
has  entered  ‘unchartered  territory’  in a post-crisis environment where the conventional transmission 
mechanism via the interest rate no longer operates. The short-term fiscal or monetary goals of 
stimulating economic activity through quantitative easing may however conflict with the long-term 
macro-prudential regulatory goal of a resilient financial system since they fuel the expansion of 
balance sheets. Moreover, the worldwide struggle of pension and retirement funds to provide 
sufficient returns in an environment of low interest rates severely impacts the financial security of 
citizens in the sense of smooth consumption.  
 
   In post-9/11 and post-financial crisis societies, the governance of circulation involves a complex 
apparatus of institutions that increasingly converge under a paradigm of pre-emptive crisis 
governance and resilience, based on comprehensive data governance. Data governance leads to 
ever-greater uses of social profiling and sorting from credit scoring to a general rating culture. Here 
political and financial security concerns are merging in the production of financial subjects whose 
creditworthiness is calculated by similar algorithms as is their potential participation in terrorist 
financing.  The   ‘integrity’ of subjects, states, and financial instruments, traditionally defined against 
fraud, corruption and counterfeiting, is being redefined in the finance-security assemblage. The in-
built anticipatory pre-emptive logic of this regime makes it difficult if not impossible to judge its 
effectiveness in terms of impact, since the onus has moved from ‘innocent until proven guilty’ to a 
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generalised assumption of mass suspicion. Political and financial securitisation are converging in the 
governance  of   ‘credit’  on  the  basis  of  data. Yet there remains one crucial difference: where in the 
anticipatory regime of financial surveillance,  it  is  impossible  to  gauge  how  much  ‘bad  money’  there  is  
in the system and  there is thus no baseline against which to measures the impact of AML-CFT 
measures, financial stability paradigms are still oriented around the ratio of monetary base against 
total liabilities.  
 
The rapid growth in private sector law enforcement and quasi-intelligence databases associated with 
social profiling presents two fundamental challenges for societal security. Firstly, while these private 
sector databases have grown in scope to rival those maintained by international policing bodies like 
Europol and Interpol, private entities like World-Check   are   not   subject   to   the   same   ‘checks-and-
balances’  as  state  agencies.211 Secondly, and perhaps more importantly for those concerned with the 
impact of the finance-security assemblages on governmentality, these databases de facto extend 
‘blacklisting’   in   the   financial   sector   far   beyond   those   put   on   official   sanctions   lists   by   states   to   a  
worldwide  ‘suspect  community’  constructed  by  the  aggressive  corporate  pursuit  of   individuals  who  
fit a risk profile. As de Goede has noted, in assuming that ‘money  trails  do  not  lie…  we  forget  to  ask  
questions about the processes of selection, analysis, and interpretation that go into deploying 
financial  data  for  security  purposes’.212 The key driving force underpinning aggressive risk profiling is 
an associational logic. This form of securitisation is concerned less with gathering evidence, 
prosecution, conviction and subsequent punishment of those who threaten the integrity of the 
financial system than ‘targeting   and   managing   [them] through disruption, restriction and 
incapacitation   those   individuals   and   groups   considered   to   be   a   risk’.213Whether this level of risk 
profiling, screening and exclusion can be seen as proportionate, at least in the sense of the legal test 
established by European human rights jurisprudence, depends upon the restricted application of 
these measures and the attendance of safeguards in national law so that the individual is not subject 
to arbitrary treatment. The problem here is not only the rapid growth of private sector databases like 
World-Check, but that the processes in which its records are used are completely hidden from view. 
Even for those persons included in World-Check’s   files   who   are   subject   to   a   decision   to   deny   or  
withdraw financial services by a high street bank, the decision-making process is completely 
concealed. World-Check’s  position  is  that  it  has  no  obligation  to  those  named  in  its  files  because  the  
contents   are   derived   from   ‘open-source’  material   – that is material already in the public domain, 
such as a court decisions or newspaper articles. Ultimately, because banks are under no prevailing 
obligation to provide financial services to people, they are free to exercise discretion over the 
customers they select and the transactions they execute. 
 
Akin to the age-old trade-off between efficiency and security in liberal societies, the process of de-
risking or risk aversion by major global banks is bears social and material costs. According to the 
Economist214 de-risking is ‘fraying the network of relationships that tie the global financial system 
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together,  driving  up  the  costs  of  finance  for  poor  countries  and  people’.215 The exclusion of suspect 
communities from banking services resulting from the fight against terrorist financing is at odds with 
the   historical   efforts   to   induce   in   particular   the   poor   to   remove   their   savings   from   ‘under   the  
mattress’  and  deposit  these  at  banking  institutions,216 as well as contemporary efforts to include in 
particular developing country populations in the global financial system. That de-risking could 
ultimately leave some countries with no access to international finance suggests that the 
securitisation of the financial system is, if anything, becoming a barrier instead of conduit to 
circulation. Far from protecting the integrity of the global financial system, the exclusion of under-
developed countries from the global economy could even exacerbate the conditions that fuel 
terrorism and crime in the first place. Financial system regulation conducted in the name of 
‘financial’  and  ‘political’  security  therefore  increasingly  converges  in  a  complex  regime  sparked  with  a 
number of contradictions and counterproductive effects that reconfigures the parameters of societal 
security.  
  
 
 
 

                                                                                                                                                                                     
to send money to someone in another country, even if the bank in question does not have a branch there. 
Available at http://www.economist.com/news/finance-and-economics/21604183-big-banks-are-cutting-
customers-and-retreating-markets-fear   
215 The   Economist’s   article   represents a damning assessment of the disproportionate impact of the FATF 
Recommendations: ‘The  [correspondent  banking]  system  is  as  old  as  international  finance  itself,  dating  back  to  
the earliest promissory notes and letters of credit written by banks in classical times. Yet it is now being 
threatened by an overzealous interpretation and enforcement of rules aimed at preventing money-laundering 
and starving terrorists of funds. The spark that ignited this bonfire of banking relationships was a series of 
prosecutions of big international banks in America for lapses in their controls relating to money-laundering, 
sanctions  and  the   financing  of   terrorism…  Hardest  hit  are  banks   in  countries   judged  as  high-risk by the FATF, 
including Ethiopia, Indonesia, Myanmar and   Pakistan…   In   most   cases   banks   are   not   ending   relationships  
because they have evidence of malfeasance. They are doing so simply because the costs and hassle of checking 
on their correspondents outweigh the measly profits they generate. Ambiguity around the rules does not help. 
Senior  bankers  say  the  goalposts  keep  getting  moved,  if  they  are  discernible  at  all…  It  is  not  just  in  distant  and  
benighted places that the consequences of this severity are being felt. In Britain students from Iran, Sudan and 
Syria cannot open bank accounts. In America, foreign diplomats and embassies complain that they too are 
being denied access to banking. Do-gooders are being caught in the net, too. Charities such as Save the 
Children, the Red Cross and Christian Aid have struggled to transfer funds to places like Syria due to sanctions. 
Even after obtaining explicit approval from American regulators, some have found it difficult to convince banks 
to  send  money’.215  
216 Peebles, Gustav (2008) Inventing the Panopticon: Money and the Nationalization of the Future. Public 
Culture 20(2): 233-265  
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